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The sophistication and complexity of cyber attacks and the variety of targeted platforms have grown in recent
years. Adversaries are targeting a wide range of platforms, e.g., enterprise networks, mobile phones, PCs,
and industrial control systems. The past few years have also seen various cyber attacks on transportation
systems, including attacks on ports, trains, airports, and aircraft. Due to the enormous potential damage
inherent in attacking vehicles carrying many passengers and the lack of security measures applied in existing
airborne systems, the vulnerability of aircraft systems is one of the most concerning topics in the vehicle
security domain. This article provides a comprehensive review of aircraft systems and components and their
various networks, emphasizing the cyber threats they are exposed to and the impact of a cyber attack on these
components and networks and an aircraft’s essential capabilities. In addition, we present a comprehensive
and in-depth taxonomy that standardizes the knowledge and understanding of cyber security in the avionics
field. The taxonomy divides attack techniques into relevant categories (tactics) reflecting the various phases of
the adversarial attack lifecycle and maps existing attacks according to the MITRE ATT&CK methodology. To
contribute to increased understanding of the potential risks, we categorize the identified threats related to the
various systems based on STRIDE threat model and demonstrate the practical application of this taxonomy
in the analysis of real-world attack use cases. Finally, we review various mitigation techniques aimed at
addressing security risks related to aircraft systems. Future work directions are presented as guidelines for
industry and academia.

CCS Concepts: « Security and privacy; - Computing methodologies — Machine learning;
Additional Key Words and Phrases: Aircraft, security analysis

ACM Reference format:

Edan Habler, Ron Bitton, and Asaf Shabtai. 2023. Assessing Aircraft Security: A Comprehensive Survey and
Methodology for Evaluation. ACM Comput. Surv. 56, 4, Article 96 (November 2023), 40 pages.
https://doi.org/10.1145/3610772

1 INTRODUCTION
1.1 Security of Aircraft Systems

Given the significant growth in the number of flights over the past decade,’ traditional air traffic
management (ATM) systems have difficulty providing relevant and reliable information on the
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state of an aircraft. As a result, the aviation community is actively taking steps to increase flight traf-
fic safety, capacity, and flexibility, as well as to reduce dependence on outdated infrastructure, by
examining and improving national airspace systems. There are two main projects at the forefront
of modernization efforts in the aviation industry: the NextGen? and SESAR® projects, respectively,
led by the U.S. Federal Aviation Administration (FAA) and the European Commission. Section 1
in the Supplementary material provides an overview of commonly used aircraft risk analysis frame-
works, emphasizing flight safety, passenger safety, and system development. These projects are pri-
marily aimed at creating new technologies and procedures to increase the capacity, accuracy, and
reliability of air traffic control, while privacy and information security have not been prioritized.

While information security and privacy related to aviation systems have received limited atten-
tion, both from industry and academia, the attack surface accessible to cyber attacks continues
to grow. According to Positive Technology’s annual report, the first quarter of 2021 showed a 17%
increase in cyber attacks over the same quarter of the previous year [84], a trend that was seen in
the transportation industry. Check Point’s ransomware report [11] indicated that in the period of
June 2020 to June 2021, the transportation industry witnessed a 186% increase in the average num-
ber of attacks per week. Moreover, according to the European Air Traffic Management Computer
Emergency Response Team [105], 50 aviation-related cyber incidents were reported in 2022 and
from 2019 to 2020 there was an increase of 530% in the number of reported incidents.

Rising concern regarding the aviation industry’s vulnerability to cyber attacks and the asso-
ciated increase in efforts to secure it against such attacks are expected to result in substantial
growth in the aviation cyber security market in the coming years. Industry forecasts predict a
compound annual growth rate of 7.6% in the aviation cyber security market for the period of
2022-2028 [50, 66].

In recent years, researchers in both academia and industry have pointed out weaknesses in
airborne systems’ design and implementation and demonstrated how some core airborne systems
can be tampered with simply by using commercial off-the-shelf (COTS) hardware and software;
for instance, Costin et al. [14] simulated attacks on the ADS-B system using a COTS software-
defined radio (SDR) transmitter, and Teso et al. [115] demonstrated how a simple Android device
can be used to send radio signals and gain access to an aircraft’s navigation controls by exploiting
the aircraft communications, addressing, and reporting system (ACARS).

To ensure that strong security measures are in place, the International Civil Aviation Or-
ganization (ICAO) has developed guidelines for enhancing security measures in the aviation
field. These guidelines address a range of security concerns, including security issues related to
air traffic management (e.g., the Air Traffic Management Security Manual [76]) and access control
management and hardware security (e.g., the Aviation Security Manual [51]). By adhering to these
guidelines, air traffic service providers (ATSPs) can improve the security of their ATM systems
and protect them from potential cyber threats.

1.2 Scope and Purpose

To better classify the attacks associated with different threats, it is important to analyze the vul-
nerabilities of airborne systems as well as the potential threat actors. Systematically categorizing
adversaries’ behavior will enable the identification of sensitive points in the various aircraft sys-
tems, and the stage of an ongoing attack, as well as preventive actions.

There are a few popular knowledge bases that describe cyber adversary behavior and provide a
common taxonomy for both offense and defense aimed at enterprise networks: FireEye’s cyber kill
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chain,* Lockheed Martin’s cyber kill chain, which is part of their intelligence-driven defense model
for identification and prevention [46], and MITRE ATT&CK [112], which maintains a taxonomy
for multiple platforms and networks (enterprise, mobile, and industrial control systems). However,
no well-defined knowledge base aggregates all information regarding the threat components and
provides a taxonomy for the different stages of attacks in the field of transportation and avionics.

The Space Policy and Architecture Research and Analysis (SPARTA)’ program, devel-
oped by the Aerospace Corporation, serves as an example of attack knowledge base for spacecraft.
The SPARTA initiative aims to provide impartial analysis and recommendations on space policy
and architecture issues to various stakeholders, including the U.S. government, military, and civil
space communities. While SPARTA’s primary focus is on space policy and architecture, rather
than on aviation, it covers some topics that are relevant to the aviation industry, such as airspace
management and space-based navigation systems. Our article focuses specifically on aircraft sys-
tems, examining the links between them and the access points to these systems. By doing so, we
aim to improve understanding of the complexities and interdependencies of aircraft systems and
contribute to the development of more robust and secure aviation systems.

We take a comprehensive approach: First, we provide a broad overview of avionic systems, em-
phasizing the security aspects. Then, we present an extension of the MITRE taxonomy adapted for
the avionics field, encompassing adversarial behavior associated with the communication, naviga-
tion, engagement, surveillance, and complementary systems and devices of aircraft. Following the
structure of MITRE ATT&CK’s taxonomies, we identified specific actions (techniques) and classi-
fied them under categories (tactics) to reflect the various phases of the adversarial attack lifecycle.
We also present an ontology that defines the entities through which the various threats and actors
that take part in the various attacks can be analyzed.

An aircraft is a complex system that includes various communication systems and devices serv-
ing different functions. We examined the aircraft’s network infrastructure using the domains de-
fined by the ARINC Airlines Electronic Engineering Committee [9]: the passenger information
& entertainment domain (PIESD), passenger-owned devices domain (PODD), airline in-
formation services domain (AISD), and aircraft control domain (ACD).

Each domain consists of a set of interconnected systems and components that serve specific
purposes and have defined logical responsibilities. Therefore, the adversaries’ degree of influence
depends on their capabilities as well as the domain to which they have access. This division of
domains can be used to identify weak points that can enable an adversary to move between the
domains. After defining the avionic assets consisting of the various networks and components,
we mapped the various attacks and threats associated with them and analyzed them using the
STRIDE [108] threat model, the attacker’s capabilities, and the potential impact.

Table 1 compares our study to recent studies [19, 22, 63, 94, 109, 110] that analyze threats to
various aviation systems. As can be seen, previous studies have not performed a comprehensive
evaluation of all avionic systems, particularly the backend avionic systems, and system connec-
tivity. Our study addresses this gap by providing a detailed analysis of avionic systems, their con-
nectivity, and the attacks targeting them. Moreover, we propose a taxonomy for cyber security
analysis of avionic systems that is an extension of the MITRE taxonomy.

1.3 Contributions

The main contributions of this article can be summarized as follows: (1) a comprehensive overview
of modern aircraft, including their systems, domains, and networks, highlighting their security
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Table 1. Comparison of Our Survey with Existing Aviation Security Surveys
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vulnerabilities, attack vectors, and threats; (2) systematic mapping of the different attacks and their
required capabilities, targets, and threat categories; (3) a review of diverse mitigation techniques
aimed at addressing security concerns; (4) a novel taxonomy that categorizes adversarial behavior
targeting the various attack surfaces and systems of aircraft; this taxonomy is an extension of the
MITRE taxonomy specifically for the aviation industry; (5) a demonstration of the application and
use of the taxonomy with test cases involving cyber attacks on an aircraft.

2 THREAT ANALYSIS

Our security analysis is performed based on the threat analysis ontology presented in Figure 1
in the Supplementary material, which is based on the NIST ontology for evaluating enterprise
security risk. The ontology includes the following entities: threat actors, threats, adversarial capa-
bilities (categorized by access, positional, knowledge, and material capabilities in aviation), vulner-
abilities, operational impact, e-Enabled domains, target assets, aviation tactics, attack techniques,
sub-techniques, and procedures.

To analyze the threat model and define a taxonomy for attacks in the avionics field, we per-
formed the following steps:

(1) We reviewed the various avionic systems, communication networks, and backend compo-
nents that comprise the aircraft’s complete assembly. This review was carried out by exam-
ining the e-enabled domains to identify the various target assets (Section 3).

(2) We mapped the threats and concrete attacks targeting each asset (Section 6) to identify its
inherent vulnerabilities.

(3) We analyzed the various attacks using the STRIDE threat model, mapped the threat actors
(Section 5.1), and identified the various adversarial capabilities required to implement the
attacks carried out (Section 5.2).

(4) We analyzed the concrete attacks demonstrated in academic work and by industry and de-
rived the sub-techniques used to perform the various attacks (summarized in Table 3).

(5) We defined a taxonomy for the avionics field by using the mappings of the potential threat ac-
tors, their capabilities, and the concrete attacks demonstrated in both industry and academic
work. This taxonomy is presented as an extension of the MITRE framework (Section 7). The
proposed taxonomy is defined by specifying the various concrete attacks and techniques used
by the attackers and considering them as an attacker’s means of achieving a goal (i.e., tactic)
as part of a multi-stage attack. A demonstration for practical application of the taxonomy is
presented in the Supplementary material (Section 5).
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Fig. 1. E-enabled aircraft domains. Fig. 2. Aviation systems and technology infrastruc-

ture, positioning, and range of operation.

3 THE TARGET ASSETS OF AN AIRCRAFT SYSTEM

Over the past decade, the architecture of avionics and information systems in aircraft has evolved
and developed to enable real-time data links between aircraft and the ground for information shar-
ing, i.e., transferring critical control, maintenance, navigation, and operations data. Other changes
were driven by the need to decrease fuel expenses, with the aim of reducing the weight of computer
and network infrastructure on aircraft to limit fuel consumption and cost. This was achieved by
consolidating a number of software systems on integrated modular avionics (IMA) computing
modules capable of supporting numerous applications and transitioning to Ethernet-based proto-
cols and networks (and more specifically to Avionics Full-Duplex Switched Ethernet, defined in
the ARINC-664 report [7]).

Aircraft systems (e.g., passenger engagement systems, critical navigation systems) have differ-
ent roles and levels of importance and sensitivity. Therefore, the target assets of aircraft systems
are divided into three e-enabled domains (see Figure 1): ACD, AISD, and passengers’ domain, which
includes the PIESD and PODD.

In this section, we briefly describe each of the aircraft e-enabled domains, analyze the various
target assets that are part of each domain, and analyze the connectivity between different domains.
Specifically, in Section 3.1, we present the systems that are part of the ACD. In Section 3.2, we
present the systems that are part of the AISD. In Section 3.3, we present the systems that are
part of the PIESD, and in Section 3.4, we present the underlying communication systems. Figure 2
illustrates the various systems, technologies, infrastructures, and range of operation, and Figure 3
illustrates the different avionic assets, categorized according to their purpose and infrastructure.

3.1 Aircraft Control Domain (ACD)

The ACD consists of the systems and networks responsible for the aircraft’s safe operation, e.g., air
traffic control (ATC) service and aircraft operational control (AOC) communications. There-
fore, the ACD has the most stringent security requirements. It contains two subdomains: the cabin-
core and the flight and embedded control system domains. The cabin-core domain is designed to
provide the services required to operate the cabin components, such as public address systems,
smoke detectors, and air conditioning. The flight and embedded control system domain is designed
to allow the pilot to control the aircraft from the flight deck. To communicate with onground ser-
vices, aircraft use different components such as optical diodes and electronic gateway modules.
Sometimes, these components are the same as the components that serve the passenger domains;
thus, the separation between domains is not absolute. A large number of critical systems are used
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Fig. 3. Categorization of air/ground avionic systems—navigation, entertainment, surveillance, information,
communication, and maintenance systems.

by aircraft during flight. We mapped the main systems according to the nature of their function:
surveillance, communication, emergency avoidance, system updates, navigation, entertainment,
and auxiliary (see Figure 3).

3.1.1  Surveillance and Information Systems. Surveillance systems are responsible for proactive,
comprehensive monitoring of the aircraft location, while information systems support the aircraft
operators and provide aeronautical information.

— ADS-B: Automatic Dependent Surveillance-Broadcast [36] is a “radar-like” system
designed to continuously derive the aircraft position from the global navigation satellite
(GPS) system. ADS-B provides the aircraft’s position and velocity with high accuracy, provid-
ing a clearer picture of the air traffic than traditional radar systems. ADS-B includes two sep-
arate systems: ADS-B In and ADS-B Out. The ADS-B In system allows an aircraft to receive
and display messages transmitted by other aircraft within the receiving range. The ADS-B
Out system allows an aircraft to continuously generate and broadcast messages over an un-
encrypted L-band range of frequencies. There are several types of certified ADS-B data links,
including the traditional radar frequency link that operates at 1090 MHz and UAT978, which
is a technology used for ADS-B (operates at 978 MHz) that provides pilots with weather,
traffic, and flight information. ADS-B consists of several types of ADS-B messages, includ-
ing ADS-B Out messages (position, velocity, identification, surface position, and velocity
messages), ADS-B In messages (traffic information service-broadcast and flight information
service-broadcast), ADS-B emergency messages, and ADS-B status messages. A detailed de-
scription of each type of message and its structure can be found in Mode-S decoding guide.®

— FIS-B Reports: FIS-B [75] is a critical data link system that provides aircraft operators
with real-time flight information, including traffic information, using the Traffic Infor-
mation Services-Broadcast (TIS-B), and weather information (e.g., wind, pressure, and
temperature), using the Winds and Temperature Aloft (FBW) and Notice to Airmen
(NOTAMs) services. FIS-B data is transmitted from ground stations to the aircraft’s
ADS-B receiver, which is responsible for processing the data and providing a graphical
representation of national weather service data and flight restrictions on cockpit displays.

— PSR: Primary surveillance radar [98] is a surveillance radar system that does not require
any onboard equipment to locate aircraft. PSR uses a radar antenna to emit a radio wave

®https://mode-s.org/decode/content/ads-b/1-basics.html

ACM Computing Surveys, Vol. 56, No. 4, Article 96. Publication date: November 2023.


https://mode-s.org/decode/content/ads-b/1-basics.html

Assessing Aircraft Security 96:7

pulse. When directed at an aircraft, the wave is reflected, and the resulting energy is
returned back to the PSR antenna. By analyzing the reflected pulse, the system can infer the
range and bearing of the aircraft with respect to the antenna position. Since the PSR does
not consist of onboard components, it does not represent an avionic asset for the purposes
of our research, and therefore, we will not expand on it further in this article.

—SSR: Secondary surveillance radar [107] is a surveillance radar system that uses
transmitters and transponders as interrogators. The SSR radar antenna transmits a pulse
that is received by an onboard transponder. The transponder returns a reply that contains
information regarding the aircraft state (e.g., identity code, aircraft’s altitude).

— Mode-S: Mode Select [62] is a selective interrogation protocol utilized in ATC. Unlike SSR,
which relies on transponder-based replies, Mode-S enables ATC to address individual air-
craft and request customized information such as altitude, airspeed, and flight identification,
resulting in more efficient and accurate aircraft identification and tracking. Additionally,
Mode-S can support ADS-B, which provides more precise and frequent positional informa-
tion from the aircraft. Mode-S has become the preferred technology for aircraft identification
and tracking in modern ATC systems due to its enhanced capabilities, replacing SSR as the
standard.

— MLAT: Multilateration [126] is a technology used for navigation and surveillance. MLAT
analyzes a signal’s time difference of arrival (TDOA), using multiple sensors in fixed
locations to infer the aircraft transmitter location. In aviation, MLAT is used by many
stakeholders (e.g., live flight trackers) to track aircraft location. MLAT is often used in
conjunction with ADS-B messages to validate location data provided within the ADS-B
framework [113], detect malicious ADS-B broadcasts [70], and improve the efficiency of
radar control in specific airspace locations [57].

3.1.2  Emergency Avoidance Systems. Emergency avoidance systems are designed to issue an
alert when there is a critical failure (e.g., engine failure), increase cockpit awareness of nearby
aircraft, and serve as the last defense against mid-air collisions.

— TCAS/ACAS X: A traffic collision avoidance system [41] that is designed to issue alerts
and prevent mid-air collisions. The TCAS uses an onboard surveillance system to interro-
gate the airspace around an aircraft for other aircraft equipped with an active corresponding
transponder (Mode-S transponder). The transponder is used to transmit signals indicating
the aircraft’s position, altitude, and vertical speed. The TCAS consists of two antennas, one
of which is located on top of the fuselage and the other of which is located on the bottom
of the fuselage; the monitored aircraft appears on the navigation display. By analyzing the
replies from nearby aircraft, the TCAS can predict a potential collision, raise an alert re-
garding a potential intruder (a nearby aircraft), and request a resolution advisory (maneuver
instruction to prevent a collision) for both aircraft. In the past decade, the FAA has funded
research aimed at developing a modern approach to collision avoidance—a collision avoid-
ance system known as ACAS X, which will use dynamic programming and provide more
accurate alerts; in addition, ACAS X aims to support aircraft equipped solely with passive
surveillance mechanisms.

— Engine Alerting System: An engine alerting system enables the flight crew to visualize
the engine parameters and faults. Two systems are commonly used for engine alerting: The
engine-indicating and crew-alerting system (EICAS) [33] is an engine alerting system
that consists of two monitors, two computers, and a display select panel. The monitors are
used to display engine status and maintenance information, the display select panel enables
the pilot to decide which of the two computers should provide the engine information to
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the monitors (one of the computers provides data and the other one serves as a backup). If
an engine failure occurs, then the system alerts the pilot, and the parameters of the event
are recorded so they can be analyzed by relevant experts after the event. While the EICAS is
mainly deployed on Boeing aircraft, the electronic centralized aircraft monitor (ECAM)
is the corresponding system deployed on Airbus aircraft. The main difference between the
EICAS and ECAM is that ECAM lists the actions required to deal with a failure.

— GPWS: A ground proximity warning system [29] is designed to alert pilots if the aircraft is
flying too close to the ground or if there is an object nearby that may lead to a collision. This
system is based on a radar antenna that is placed on the nose of an aircraft. The antenna
can also measure the size of water droplets in the air, allowing the aircraft to detect bad
weather conditions.

3.1.3  Navigation Systems. Navigation systems are designed to assist with navigation during all
phases of the flight, from takeoff to landing. These systems can operate when flying over different
types of terrain and from varying distances from the ground.

— GNSS and Augmentation Systems: A global navigation satellite system [34, 43] is a
group of satellites that send positioning, timing, and velocity data to GNSS receivers. The
information received by the receivers is then used to determine the position and velocity of
the aircraft. In the aviation field, the GNSS serves as a basic function in other systems, e.g.,
the ADS-B system uses the GNSS to provide aircraft positions to ATC.

— ABAS An aircraft-based augmentation system is a system that integrates the information
obtained from the GNSS with information available on board the aircraft.

— GBAS a ground-based augmentation system is a system that ensures integrity using data
obtained from ground sensors.

— SBAS a satellite-based augmentation system that improves the integrity, accuracy, and re-
liability of the GPS signal, using a number of geostationary satellites that cover vast areas.

— Ground-based Navigation Systems: There are four kinds of ground-based navigation
systems:

—ILS (instrument landing system) [86] is a radio navigation system that provides
short-range precision guidance to an aircraft approaching a runway when visibility is
poor and adversely affected by lighting and weather conditions. An ILS uses very high
frequency (VHF) electromagnetic waves to provide horizontal guidance and ultra high
frequency (UHF) electromagnetic waves to provide vertical and range guidance; its
main components are the localizer, glide slope, and marker beacons.

— VOR (VHF omnidirectional radio range) [125] is a navigation aid system operating
in the VHF band. An aircraft equipped with a VOR receiver can determine its clockwise
bearing from magnetic north, with reference to the ground station, by transmitting VHF
navigation signals at radial angles.

—DME (distance measuring equipment) [125] is a radio navigation aid that uses
interrogation to compute the distance between an aircraft and DME equipment on the
ground. The aircraft transmits a signal, which is returned by the DME ground equipment
after a fixed delay. The aircraft’s distance from the ground equipment can be measured
based on the delay of the returned signal perceived by the aircraft’s DME equipment.

— NDB (non-directional radio beacon) [128] is a navigation aid system that, in contrast
to the VOR system, does not include inherent directional information. NDB signals follow
the curvature of the Earth, and thus they can be received from much greater distances
at lower altitudes. An NDB requires knowledge of the aircraft’s exact heading to provide
high accuracy, while VOR does not.

ACM Computing Surveys, Vol. 56, No. 4, Article 96. Publication date: November 2023.



Assessing Aircraft Security 96:9

3.2 Airline Information Services Domain (AISD)

The AISD provides different types of services for non-essential/third-party applications, e.g.,
computing power, data storage, and routing. Independent aircraft applications such as avionics,
in-flight entertainment, and flight crew and flight attendant applications use the AISD for
connectivity purposes. The AISD contains two subdomains: the administrative and passenger
support subdomains. The administrative domain is designed to provide the flight deck and cabin
with operational and administrative information. The passenger support domain is designed to
provide information to the passengers.

— EFB: The electronic flight bag [10] server is a highly customized and flexible component of
the aircraft, which is used for information management. The EFB is connected to most of the
aircraft’s avionic systems and sensors via dedicated interfaces (e.g., ARINC-615 and ARINC-
429). Traditionally, Class 3 EFB systems are installed as aircraft equipment that includes
an EFB server and a dedicated multi-function display. In recent years, pilots have started
using portable and commercial tablets provided by the airlines as an extension to the EFB
(Considered as Class 2 EFB systems).” Class 2 EFB systems usually contain applications that
complement the services provided by the EFB, such as calculation of the takeoff data.

3.3 Passenger Domain (PIESD)

The passenger domain can be divided into two subdomains: PIESD and PODD. The PIESD is de-
signed to serve the passengers, providing them with Internet and entertainment services. In addi-
tion to traditional entertainment systems, this domain allows access to wireless networks, links to
passengers’ physical devices, and seat adjustments. The PIESD also connects passengers with the
flight information system. The PODD consists of external devices that passengers bring on board.
To connect these external devices to the aircraft system, a passenger has to go through the PIESD.

—IFEC system: The in-flight entertainment and communication system refers to the enter-
tainment applications available to passengers during flight (e.g., TV, audio, Wi-Fi, maps, and
games). The IFEC includes content communication systems from external providers that are
designed to enable telephony, satellite, and Internet services. These systems usually include
display screens, computers with Linux/Windows/Android operating systems, and hosting/
storage servers.

3.4 Communication Systems

— SATCOM: The aircraft satellite communication system [59] is used for reliable data and
voice communication. The SATCOM serves as a data link for different uses, such as ADS-B,
controller pilot data link communications (CPDLC), and the ACARS. It is composed of
the following components:

— Satellite data unit (SDU): The SDU allows air and ground communication via a satellite
network. The SDU uses a radio frequency unit to connect with a satellite. ARINC-781 [8] is
a component that outlines the preferred features of an aviation SATCOM system designed
for use across various commercial transport and business aircraft.

— Low- and high-gain antennas: These antennas contain an integrated beam steering unit
and receive command information directly from the SDU.

— CPDLC/FANS-1/ATN: The Controller Pilot Data Link Communications [23] provides
a communication method between air traffic controllers and pilots over a data link system.
The CPDLC data link is used to transmit nonurgent messages to an aircraft and serves as an

https://www.neowin.net/news/delta-airlines-to-equip-pilots-with-surface-2-tablets/
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alternative to voice communications. There are two popular implementations of the CPDLC
data link system: the future air navigation system (FANS-1)® and the aeronautical
telecommunication network (ATN)’ system. FANS-1 [26] is an ACARS-based service
that primarily employs Inmarsat satellite communication services for air-to-ground commu-
nication, but it also has the capability to utilize alternative satellite-based communication
services, such as Iridium, for oceanic flights. This feature ensures uninterrupted and reliable
communication, particularly in areas where Inmarsat signal coverage may be limited or
disrupted. The ATN service is based on a VHF data link and is mainly operated by ARINC

and SITA [2].

— ACARS: The aircraft communications addressing and reporting system [101] is a digital
data link system that enables the transmission of short messages between aircraft and
ground stations through a network of transceivers. ACARS messages are used to com-
municate with ATC and the base operational office. This system is most often used for
transmitting departure information, weather information, aeronautical operational control
information, and OOOI events ([gate] Out, [wheels] Off, [wheels] On, and [gate] In), which
are automatically collected and represent the flight phase and related information (e.g.,
amount of fuel). The main components of ACARS are:

— Onboard equipment: The onboard equipment consists of a management unit that inter-
faces with flight management systems (FMSs) and a router that enables the aircraft
to receive flight plans and weather information from the ground. The management unit
enables the airline to update the FMS, and the crew can use this information to evaluate
alternative routes.

— Ground equipment: The ground equipment consists of networks of radio transceivers
managed by a computer that handles ACARS messages.

— datalink service provider (DSP): The communication between the aircraft and the
ground is managed by a DSP, where SITA and ARINC are the two primary providers.

4 DOMAIN CONNECTIVITY

The aircraft networks include inter-connected components that may allow attackers to move be-
tween domains. To prevent an adversary from spreading within the aircraft network, it is critical
to identify areas within aircraft systems that an attacker can exploit for lateral movement. The
division into the different domains and the networks that comprise them is illustrated in Figure 4,
along with their backend components and the components that link the networks. Components
that overlap between the networks (i.e., link) are marked with a red dot. The figure also specifies
the technology enabling communication between the networks and the providers.

4.1 PIESD and AISD Connectivity

The core network cabinet is responsible for data segregation between the PIESD, AISD, and ACD.
The core network cabinet consists of several components, i.e., the Ethernet gateway module
(EGM), controller server module (CSM), and crew information system/maintenance sys-
tem (CIS-MS) file server module (FSM). While these components are used to provide cabin
services, they must be able to access the AISD for this purpose.

— The EGM includes an Ethernet switch and router for managing the PIESD and AISD
connectivity.

8https://en.wikipedia.org/wiki/FANS-1/A
http://www.tc.faa.gov/its/cmd/visitors/data/act-300/atn.pdf
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— The CSM utilizes a dual connection, providing network management services (e.g., DHCP
and DNS services) to the PIESD, as well as fault reporting across the AISD and therefore to
the ACD, which hosts the maintenance system.

— The CIS-MS FSM is connected to provide the ACD/AISD/PIESD systems’ data load ser-
vices. These services include file transfer, data retention, wireless device control, and
communication services.

In addition to the core network cabinet, the EFB also connects the networks. The EFB is con-
nected to the PIESD and AISD via the AISD switch and the EGM. This interconnection allows,
for example, problem reports to be offloaded from the aircraft in the event of wireless/broadband
satellite, AISD, or PIESD failure, using the e-logbook application hosted on the EFB.

4.2 AISD and ACD Connectivity

The network interface module (NIM) includes an avionic gateway that provides network ad-
dress and protocol translation to connect the AISD to the more secure avionics in the ACD through
the ACD switch. To improve the fault isolation capability of the maintenance system, in case of a
failure of the NIM boundary router and/or the EGM, the following aircraft systems may also be
connected to the ACD switch: the flight data recorder (FDR) and cabin services system (CSS).

— The FDR is an optional server that records high-value data that must be available at all times.

— The CSS has dual connections: The connectivity to the IFEC system enables information
to be presented to and played by passengers, while the connectivity to the ACD and AISD
switches enables the transfer of audio between the pilot and the cabin.

4.3 External Connectivity

Several external connections allow remote access to the aircraft network for the benefit of syn-
chronization, updating information, and maintenance.

— Maintenance laptop connectivity is possible using the connectivity and crew wireless LAN
unit, thus enabling external components to access the aircraft network.

— External flight planning systems can communicate with the aircraft crew via ACARS to
update navigation plans.
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— External terminals provided by trusted parties can be used for wireless communication with
data loaders that are used for software updates.

— The aircraft terminal wireless LAN unit (TWLU) is used for airport gatelink connectiv-
ity, while the connectivity and crew wireless LAN unit (CWLU) is used for maintenance
laptop connectivity.

— The airport wireless network can be used to access devices on the same LAN, and these
components (such as an EFB tablet or passengers’ private devices) can have an impact on
the aircraft.

— Loadable system: A loadable system consists of a loadable replaceable unit (LRU), which
is a modular component that is designed to be replaced frequently, and software that can be
transferred to an LRU to modify system functionality. Software updates are used for:

— OPS and OPC: update the operational program software/configuration (the operating sys-
tem data and configurations of the LRUs).

— Databases: update several databases, e.g., the engine data, flight management computer,
and flight plans.

— AMI: The airline modifiable information defines software generated by the operator to
customize system operations, e.g., customization of the control display unit screens that
are displayed to the flight crew.

The loadable software updates can be transferred to the aircraft using a physical disk or

wireless data loaders (e.g., Teledyne Technologies’ LoadStar server).

5 ADVERSARIES AND THREAT ANALYSIS
5.1 Threat Actors

There is a wide range of possible adversaries; each type has a different motivation, purpose, and
means at their disposal to achieve their goals. We defined six types of adversaries: (1) lone wolves
with limited capabilities and financial motives, (2) profit-seeking criminals, (3) politically moti-
vated Hacktivists and unorganized crime groups, (4) economically driven organized crime groups
and cyber mercenaries, (5) state-sponsored organizations with advanced offensive capabilities and
strategic goals, and (6) intelligence agencies with diverse expertise and objectives. An extended
analysis of the adversaries can be found in the Supplementary material (Section 3).

5.2 Adversary Capabilities

To better understand the capabilities required to implement the various attacks, we analyze the
different adversarial capabilities (AC) adversaries needed to execute various attacks. After ex-
amining the existing attacks on aircraft systems, we then classify the adversaries’ capabilities based
on the type of attack the capabilities facilitate. Figure 5 illustrates the division of the capabilities
into groups.

(1) RF - Signaling capabilities

Radio frequency (RF) signaling, which refers to the capability of generating an electromagnetic
signal, can be used as a type of communication. Radio waves are a form of electromagnetic radi-
ation with identified radio frequencies that range from 3 kHz to 300 GHz. RF communication is
one of the primary means by which an aircraft communicates with its surroundings and ground
stations. Therefore, the attacker’s ability to transmit signals over specific ranges allows him/her
to communicate and influence different systems.

— AC1 - Transmit HF signals: An adversary can operate in the high frequency band (3-30 MHz),
which is used by international shortwave radio stations in aviation communication. The HF
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Fig. 5. Adversarial capabilities.

system on an aircraft enables two-way voice communication with ground stations or other
aircraft and provides digitally coded signals for such communication.

— AC2 - Transmit VHF signals: An adversary can operate in the very high frequency band
(30-300 MHz). Different systems use the frequencies in this range, e.g., in aviation, the
range of 108-118 MHz is used by the VOR and ILS localizer as air navigation beacons,
while 118-137 MHz is the airband used for air traffic control, and 121.5 MHz serves as an
emergency frequency.

— AC3 - Transmit L-band signals: An adversary can operate in the L-band (1-2 GHz), which
is the top end of the UHF band. The L-band is used by various aircraft systems, e.g., the
ADS-B, TCAS, and DME.

— AC4 - Adjust signal response: An adversary can modify or synchronize responses to interro-
gations. This capability is required to influence systems that depend on the signal’s time of
arrival to determine the transmitter’s location.

— ACS5 - Signal eavesdropping and processing: An adversary can listen to, record, and decode
signals using appropriate hardware (receivers), processors, and parsers (e.g., OpenSky data
tools!” for processing ADS-B traffic).

(2) Positioning capabilities
The adversary’s position in relation to the attacked aircraft plays a significant role in terms of
the attacker’s ability to carry out the different attacks. This importance derives from the systems’

mode of operation, the degree of eavesdropping, and the distance at which the threat actor operates.

Moreover, an adversary’s location directly impacts the attack duration and accuracy, as the aircraft
is not a static target.

— AC6 - On ground: An adversary located on the ground is limited in his/her ability to perform
a prolonged attack on an object moving at high speed and altitude. Ground attacks have the
advantage of affecting a defined area.

— AC7-0On board: An adversary located on board has a high degree of destructive potential and
long-term impact on the aircraft given his/her physical access to a variety of components.
However, attackers are limited in terms of the means and tools that they can bring on board
to perform the attack, and the degree of difficulty in concealing them is significant.

— AC8 - Proximate to flying aircraft: Proximity to the aircraft during flight enables the
execution of attacks that depend on physical closeness to the aircraft (e.g., TCAS spoofing
and jamming).

— AC9 - Proximate to the runway: Proximity to the runway is required to interfere with the
aircraft’s landing and takeoff (e.g., to abuse the ILS whose operation is activated in the

Ohttps://opensky-network.org/data/data-tools
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landing phase). The risk inherent in runway proximity is the high chance of being caught
due to the presence of security personnel, detection systems, and so on.

— AC10 - Proximate to the ground station: Proximity to the ground station can enable the
disruption of frequencies near the station and facilitate impersonation attacks by taking
advantage of the physical proximity to a legitimate station.

— AC11 - Proximity to a satellite: Proximity to satellites poses a potential risk for attacks on
entry points to various aviation technologies, such as ADS-B, ACARS, and GPS/GNSS.
When a threat actor is physically close to a satellite, they may intercept or disrupt satellite
communication, with serious implications for the safety and security of aviation systems.

— AC12 - Geographically distributed: A decentralized adversary can perform a synchronized
attack in several places at a coordinated time to affect a target. For example, using the
multilateration concept, an adversary can spoof GPS signals when they are distributed
between different areas.

— AC13 - Operate unmanned aerial vehicle: Similar to the AC8 capability, the ability to operate
an unmanned aerial vehicle enables the adversary to gain proximity to an aircraft during
flight. This route to proximity has several advantages, e.g., it reduces the adversary’s
exposure.

(3) Device intervention capabilities

Device intervention refers to the ability to affect components and systems on the aircraft
through direct or indirect access for the purpose of disrupting or injecting malicious payloads or
backdoors.

— AC14 - Remote software exploitation: Remote exploitation of software can be a potential
threat to aviation systems, as demonstrated in several recent studies. For example, in Ref-
erences [56] and [120], the authors investigated the security of mobile cockpit informa-
tion systems and aviation software, respectively, and identified vulnerabilities that could
be exploited by threat actors. Additionally, in Reference [54], the authors examined the ex-
ploitation of Apache Log4j2 in aeronautical, maritime, and aerospace communication. These
studies highlight the importance of securing remote software access in aviation systems to
prevent potential attacks that could compromise the safety and security of air travel.

— AC15 - Supply chain: An adversary can influence the supply chain of various technologies in
aircraft to introduce infected components. This attack has vast potential for damage, and its
implementation requires extensive knowledge of deployment and procurement processes.

— AC16 - Physical access to passengers’ devices: Accessibility to passengers’ devices can be used
to harm components in the PIESD and PODD (e.g., the IFEC system).

— AC17 - Physical access to cabin devices: Accessibility to devices within the cabin can be used
to harm components in the PIESD and AISD (e.g., the FDR).

— AC18 - Physical access to crew devices: Accessibility to the flight crew’s devices can be used
to harm components in the AISD and ACD (e.g., the EFB).

(4) Prior knowledge capabilities
Prior knowledge is a prerequisite for targeted attacks; gaining information about an aircraft and
its trajectory can highly influence how successful and effective an attack can be.

— AC19 - Public sky scanners: Access to public databases and scanners, such as OpenSky Net-
work and Flightradar24, enables access to real-time and historical information regarding
flight routes and aircraft themselves.

— AC20 - Obtain ICAO address: Aircraft are assigned a unique ICAO 24-bit address upon na-
tional registration, which becomes a part of the aircraft’s certificate of registration. Since
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normally this address does not change, obtaining this information allows an adversary to
target a specific aircraft and track its route.

— AC21 - Obtain manufacturer and model information: Obtaining information concerning the
aircraft manufacturer and model can provide the adversary with details regarding the ver-
sions of aircraft components and the technologies deployed. An adversary can use such infor-
mation to detect attack surfaces and design the most suitable vector to achieve his/her goals.

— AC22 - Flight’s approach route: Obtaining the flight’s approach route and the flight plan of
a targeted aircraft can help an adversary determine the best location to carry out an attack.
This type of information is necessary to interfere with the landing phase (e.g., ILS spoofing
and GBAS).

(5) Wireless communication capabilities
Aircraft systems communicate remotely with satellites and ground stations. To access these sys-
tems, an adversary must possess the ability to communicate via wireless communication.

— AC23 - Control/own GSM tower: Owning a GSM (cell) tower is required for cellular commu-
nication with third-party service providers and onboard systems (e.g., IFEC).

— AC24 - Communicate with an onboard device using Wi-Fi: Wi-Fi capabilities can be used to
influence onboard devices and to communicate with them, e.g., Wi-Fi vulnerabilities can
be used to spread between devices connected to the same Wi-Fi network. For instance, the
airport Wi-Fi network can be used as an attack surface to infect the devices of pilots and the
flight crew (e.g., the EFB terminal).

— AC25 - Communicate with an onboard device using Bluetooth: Similar to AC24, an adversary
can use Bluetooth exploits to infect nearby components (e.g., passengers’ cellular devices).

— AC26 - Communicate with an onboard device using mobile communications: An adversary can
use cellular communication (e.g., mobile-satellite services, such as Viasat and Intelsat) to
maintain continuous communication with components on the aircraft.

(6) Satellite capabilities

Satellites capabilities are often powerful capabilities associated with state or military entities. The
use of satellite capabilities can provide a wide range of attack surfaces and facilitate complex at-
tacks that require high transmission intensity.

— AC27 - Control/own satellite: An adversary controlling a satellite can obtain accurate infor-
mation from a wide geographical surface. In addition, such control provides the ability to
transmit powerful signals to disrupt communication channels and provide inaccurate infor-
mation to various stakeholders (e.g., aircraft and ground stations).

— AC28 - Control state/military satellite transmitter: An adversary controlling a powerful GPS
transmitter can launch GPS spoofing or jamming attacks, as well as leverage military-grade
SATCOM transmitters with strong amplifiers to establish secure communication over a wide
range, potentially giving them an advantage in military operations.

Table 2 provides a comparison of the threat actors tiers based on the feasibility of acquiring
different capabilities to implement an attack. In each cell, we indicate the degree of likelihood of
possessing a capability, which ranges from certain likelihood to improbable likelihood.

6 REPORTED AVIONIC ATTACKS

We review existing cyber attacks on the various avionic systems, both attacks presented in aca-
demic research and by industry.

(1) ADS-B system cyber attacks: The ADS-B system lacks basic security mechanisms such as
authentication, message integrity, and encryption. Because it is used to provide information in
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real time, these security gaps make the protocol’s application in crowded skies risky, exposing the
aircraft to different types of attacks. Costin et al. [14] showed that jamming, denial-of-service
(DoS), eavesdropping, spoofing, and impersonation attacks are both easy and practically feasible
for a moderately sophisticated attacker to apply on the ADS-B system. Both FIS-B and TIS-B may
be susceptible to similar attacks, since they are transmitted over an unauthenticated link and share
the same data format. Eskilsson et al. [23] demonstrated how COTS transponders can be used to
execute these attacks. A description of attack trees that describes the steps that need to be taken to
implement the various attacks is provided in Reference [124], and attack scenarios are listed in Ref-
erence [68]. Khandker et al. [55, 56] analyzed the potential risks of attacks over the 1090ES and 978
UAT on systems based on ADS-B information, such as mobile cockpit information systems, as they
rely on ADS-B technology. Additionally, the authors performed a practical evaluation of novel and
known attacks on the ADS-B system via the RF link that affect various network, processing, and
display subsystems.

(2) SSR system cyber attacks: The SSR system is prone to spoofing, jamming, over-interrogation,
and radar loss. The SSR system is particularly vulnerable to interrogation overload, which can
intentionally or unintentionally compromise its availability. [109]. High interrogation rates can
cause transponders to restrict their sensitivity to interrogations and overheat and result in radar’s
inability to detect objects and its subsequent failure to appear on ATC displays. Osechas et al. [77]
and Mostafa et al. [72] showed that SSR systems are prone to jamming attacks using a high-power
transmitter at frequencies of 1030 MHz for interrogation and 1090 MHz for replies, and they intro-
duced spoofing attack scenarios, e.g., injecting ghost aircraft into display screens.

(3) MLAT system cyber attacks: As a derivative of the MLAT mode of operation, the MLAT
system is not affected by tampering attacks; since the only necessary information is the signal’s
time of arrival (i.e., ignoring the information passing through the signal), these attacks have not
been the subject of prior research. In contrast, GPS spoofing techniques have been discussed in
the literature, where they were shown to be a potential attack vector of the MLAT system. Moser
et al. [71] demonstrated how a distributed and multi-instrument attacker could disrupt the system
and spoof aircraft positions.

(4) TCAS/ACAS X cyber attacks: The TCAS system is designed to reduce the incidence of mid-air
collisions with other aircraft; therefore, an attack that disrupts the system’s operation or gives the
attacker control of the system is a risk to human life. Hannah et al. [40] provided a description of
the general landscape of the threat actors, their capabilities, and potential attacks. Both the SESAR
and NextGen projects, which are the main modernization efforts in the aviation industry, plan to
implement new operational concepts that will reduce the space between aircraft. In addition, the
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FAA has funded research and development on ACAS X, which will likely replace the TCAS system.
Research [104] has shown several attacks in which ACAS X can be triggered to erode the safety of
the aircraft with the use of expensive equipment and distance constraints. While these attacks are
difficult to implement, they are particularly dangerous, because once they have been successfully
implemented, even an experienced pilot will have difficulty detecting the attack [102].

(5) Engine alerting system cyber attacks: The EICAS is used to display engine parameters
and raises alerts regarding configuration or faults. Therefore, the EICAS/ECAM system can be ex-
ploited to manipulate the crew’s behavior and affect the engine. Security researcher Chris Roberts
claimed that he was able to spoof EICAS messages using unsupervised access to the FMS when he
was on a flight; his claim was published by Kaspersky Labs [95].

(6) GNSS cyber attacks: As aviation operations increasingly rely on the GNSS to improve naviga-
tion performance and support ATC surveillance functions, GNSS vulnerabilities have the potential
to cause widespread damage. Industry and academia have shown how jamming, intentional dis-
ruptions, and spoofing can influence the GNSS by utilizing the frequencies at which it operates
(L1/L2), thus affecting many applications that use satellite information for the purpose of obtain-
ing precise directions or location. Truffer et al. [119] illustrated how GNSS jamming can affect
the position displayed on the FMS, while Tanil et al. [114] discussed the potentially catastrophic
impact of GNSS spoofing in remote locations where traditional ILS services are unavailable and
the landing approach depends on GBASs.

(7) Ground-based navigation system cyber attacks:

— The ILS is a radio navigation system that provides short-range guidance to the aircraft; there-
fore, exploitation of the system requires the attacker to be located near the aircraft, a require-
ment that puts the attacker at risk of detection. ILS spoofing was introduced at DEFCON [79]
where it was shown that a successful attack requires the placement of a powerful antenna
in very close proximity to the airport. There are a few examples in the literature of possible
wireless attacks on the ILS, two of which were described in Reference [92]: an overshadow
attack and a single tone attack. The overshadow attack requires the attacker to overpower
legitimate ILS signals, which causes the receiver to process the attacker’s signal. In a single
tone attack, an attacker transmits a single frequency tone signal at lower strength than the
legitimate ILS signal thus interfering with the original signal. A successful ILS attack can dis-
rupt the aircraft’s ability to land safely and can therefore result in property damage, injury,
and even death.

— The VOR system is prone to jamming and spoofing attacks [12], but with the development
of precision approach systems, the use of non-precision approach systems such as VOR and
NDB has significantly decreased today; therefore, the threat posed by attacking this system
does not have the potential for much damage.

(8) IFEC system cyber attacks: The IFEC system is troublesome in security contexts, as the
system is directly accessible to the passenger and therefore prone to breaches. The IFEC system
contains passengers’ private information, and an adversary exploiting the system can gain control
of the information passengers present on their in-flight screen. Moreover, the system is connected
to the Wi-Fi network and network controller that connects the PIESD to the ACD network. Ex-
ploiting the IFEC could allow an attacker to pass from the PIESD to more sensitive networks.
In References [52] and [1], the researchers showed how the IFEC system’s vulnerabilities can be
used to enable the attacker to pass between networks, access credit card details, and control cabin
lighting and smart screens.
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(9) SATCOM cyber attacks: The aircraft’s SATCOM data link serves multiple systems (e.g., sys-
tems associated with aircraft control and crew devices); the data link is used for voice and data
services, allowing an aircraft to communicate via satellite. An exploit targeting the SATCOM in-
frastructure (protocol, devices, services) can be used to gain remote control of various systems. The
impact of SATCOM exploitation used to access passenger and crew devices was discussed in Refer-
ence [90], while Santamarta et al. [88, 89] described how an adversary can abuse SATCOM termi-
nals to find a backdoor and retrieve hardcoded credentials. The authors claimed that an adversary
exploiting SATCOM terminals may be able to intercept, manipulate, and block communications,
and in certain cases, the adversary could remotely hijack the physical device (i.e., terminal).

(10) CPDLC system cyber attacks: The CPDLC system is unencrypted and therefore does not
meet basic security and privacy requirements. Gurtov et al. [35] analyzed the CPDLC system’s
technical features and divided the possible threat actors into active and passive threat actors. The
authors described how CPDLC system exploits can be used for eavesdropping, jamming, flood-
ing, injection, alteration, and masquerading attacks, thus enabling an attacker to gain access and
control messages, modify their content, and flood ground stations and aircraft with ghost mes-
sages. Di Marco et al. [20] presented a more sophisticated attack in which CPDLC systems can
be attacked through a man-in-the-middle (MITM) attack with the use of open-source tools.
In Reference [99], the author expanded on the MITM attack and explained how it can be used
to take over an aircraft’s communications and transmit CPDLC commands without alerting the
legitimate controller. The feasibility of transmitting crafted CPDLC messages was discussed by
Eskilsson in Reference [23].

(11) ACARS cyber attacks: The ACARS was developed with no security measures [103]. In recent
years, several attack scenarios have been demonstrated by both security researchers and hackers
in industry, e.g., in 2012, security researcher Teso showed how malicious ACARS messages can be
crafted by an adversary and used to control the flight management system and thereby also control
the pilot’s displays and control systems, using just a simple mobile phone [115]. An introduction
to cyber attacks on the ACARS was also presented at DEFCON [80]; one of the main points raised
was the threat posed by the existing physical links between the communication management unit,
which is used to route ACARS traffic, and the various avionic systems, whereby a vulnerability in
the ACARS has the ability to affect many other systems. In Reference [83], the European Union
Aviation Safety Agency (EASA) addressed the ACARS cyber security threats, analyzing two
scenarios: weight and balance update events and flight plan update events. The weight and balance
update attack deals with an onground attacker who sends crafted ACARS updates to the aircraft,
which can result in uncontrollable behavior of the aircraft. The flight plan update attack involves
an attacker who transmits falsified flight plan data to a targeted aircraft; in this case, a successful
custom attack requires prior knowledge regarding the aircraft’s route. This type of attack can
result in deviations from the desired route.

(12) Loadable cyber attacks: Aircraft systems can be modified using loadable software; this al-
lows their configuration to be updated without physical intervention. Modifications and replace-
ments can be made via remote wireless services or pluggable devices. Security researchers have
demonstrated they can interfere with the update process by impersonating a legitimate operator or
obtaining unauthorized physical access. With the ability to update loadable software, they showed
how the navigation database [4] on the flight management system can be manipulated, as well as
how an attacker can take control of onboard systems using an AMI wireless data loader [116].

(13) EFB cyber attacks: The EFB connects to multiple systems and has the ability to access
those systems and multiple applications, including: the flight management system, passenger
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information list, performance applications, technical logs, weight and balance applications, and
flight planning application. Turtiainen et al. [120] investigated EFB applications and GDL 90 de-
coding software, which led to the practical demonstration of DoS attacks on popular EFB software
running on mobile devices. The portable nature of the EFB and its ability to connect to public
networks put the EFB tablet at high risk. For example, exposure to public networks may allow the
system to be attacked through Wi-Fi vulnerabilities [1]. Despite the importance and vulnerability
of the system, surveys show that most airlines do not have a cyber security plan in place for the
tablet-based EFB used by their pilots [58]. An example of attack vectors for connecting the FMS, re-
trieving sensitive data, accessing flight planning and navigation applications, and even modifying
weight and balance calculations are presented in Reference [78].

Table 3 contains a list of the attacks known to academia and industry with a short description of
the sub-technique used in the attack. We used the STRIDE [97] threat model to group the attacks
into different categories. This model consists of six threat categories: spoofing, tampering, repu-
diation, information disclosure, denial of service, and elevation of privileges. The table includes
references for academic studies and industry implementations; these are the procedures in which
the various cyber attacks are described and implemented, the required capabilities (listed in Sec-
tion 5.2) required, the vulnerabilities exploited, and the threat posed by the attack according to the
STRIDE threat model.

7 EXTENDING MITRE FRAMEWORK FOR AVIONICS

To standardize the knowledge on and understanding of threats to cyber security in the avionics
field, we followed the ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge)
model utilized by MITRE [69] to classify attack tactics, techniques, sub-techniques, and procedures.
The MITRE model systematically describes the adversary’s actions to be executed within the target
domain or on the target system or device from an adversary’s perspective. MITRE ATT&CK covers
the enterprise, mobile, and industrial control system fields. In this section, we divide existing and
possible actions in the aviation domain into a variety of tactics, techniques, and sub-techniques.

— Tactics represent the “why” of the technique: the adversary’s tactical goals during an attack.

— Techniques represent “how” an adversary achieves a tactical objective by performing an
action.

— Sub-techniques are more specific descriptions of the adversarial behavior used to achieve
a goal, while techniques represent the broad actions an adversary takes to achieve a tactical
goal,

— Procedures are the specific implementation the adversary uses to perform techniques or
sub-techniques. In this work, a procedure is a reference to the implementation of a technique
as applied in academic research or in industrial applications.

We opted to align our taxonomy with the ATT&CK model, because the attack sequence diagram
can indicate the adversary’s behavior and capabilities, limitations on how adversaries (or a specific
group/APT) can compromise the system, and the loosely protected systems and connections that
require more rigorous security. Moreover, the matrix representation helped us build a systematic
categorization and taxonomy based on the known attacks and retain the attack phases as a se-
quence chart. The matrices in Figure 6 represent the various tactics in the avionics field (columns)
and the techniques used to achieve them (the individual cells).

7.1 Reconnaissance

Using the reconnaissance tactic, the adversary tries to gather information and identify and select
targets. The adversary collects information that can be used to support the targeting and selection
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Fig. 6. Taxonomy—aviation matrix tactics and techniques.

of attack techniques in other phases of the attack lifecycle (i.e., locating potential target system-
s/networks for initial access). The adversary can use multiple techniques:

Public sky scanners: The adversary can search for available information using online flight track-
ers (ie., OpenSky,11 Flightradar2412). Information about flight plans, both visual flight rules
(VFRs) and instrument flight rules (IFRs), can also be found online using services such as
SkyVector.!

PSR interrogation: The PSR surveillance sensor is used to locate aircraft without the need for
any onboard equipment; therefore, an attacker can use PSR equipment to gather information about
the aircraft’s location without any dependence on its components.

SSR interrogation:The ability to use SSR interrogation depends on the components installed on
the aircraft, as the SSR relies on targets equipped with a radar transponder. Aircraft equipped with
transponders are capable of operating in different modes. Mode A equipment only transmits an
identifying code, Mode C equipment automatically obtains the aircraft altitude or flight level, and
Mode S equipment has altitude capability and enables data exchange.

ADS-B eavesdropping: ADS-B is a surveillance technique that relies on aircraft broadcasting
their identity, position, and other information obtained from onboard systems (e.g., GNSS). An ad-
versary can capture broadcast ADS-B messages using an ADS-B IN receiver and obtain information
about an aircraft’s GPS location, altitude, ground speed, and more.

ACARS eavesdropping: ACARS data processing can provide an adversary with extensive infor-
mation about air traffic control, aeronautical operational management, and airline administrative
control, e.g., route updates, weather updates, and even information about special passengers.

https://opensky-network.org/
2https://www.flightradar24.com/
Bhttps://skyvector.com/
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ARINC standards: The adversary can gather information about the ARINC standards on avionics,
cabin systems, protocols, and interfaces provided by Rockwell Collins.!*

Manufacturer-related information: To obtain supporting information that can be leveraged
by the adversary in other attack phases. Collecting information regarding relevant devices imple-
mented onboard is crucial and can be found on different forums and sites, i.e., the FAA engineering
database [25], specification forums [106], manufacturer specifications,'® and patents (e.g., Boeing’s
patent for the e-Enablement network implementation [13]).

7.2 Initial Access

With the initial access tactic, the adversary tries to establish an attack vector by gaining access
to the targeted system/environment. By examining all means of access into the system from the
outside world and public network, various entry vectors that enable an adversary to obtain an
initial foothold in an aviation system could be identified.

Attack via radio communication: Radio communication typically refers to ground-based com-
munication using HF and VHF to communicate with the aircraft. This method of communication
can be utilized by an attacker to enter the aircraft’s network by transmitting to various aircraft
systems (e.g., ILS, ACARS, VOR, DME, ADS-B) using simple, commercially available equipment.
While using these means of communication may require the attacker to have a line of sight to
the target system, it should be noted that an attacker could potentially use a drone/UAV/UAS or
satellite to overcome the line-of-sight limitation and access the aircraft through communication
channels that enable remote control or transmission to a distant intermediary. In this scenario, the
attacker could operate from a remote location while still being able to exploit vulnerabilities in the
communication channels.

Attack from satellite/cellular network: The aircraft systems use satellites for communication
and navigation. For example, satellite voice-equipped aircraft can initiate calls using Inmarsat'® or
Iridium!” assigned security phone numbers, and IFEC in-flight Wi-Fi uses a satellite-based Wi-Fi
system (e.g., Viasat!®). In addition, air traffic management systems, such as the ADS-B and CPDLC,
use satellite data links. To this end, satellite range control can provide a diverse attack surface for
PIESD and ACD networks while controlling a wide geographical area.

Attack from airport network: While aircraft connect to the airports’ wireless networks for main-
tenance, both wireless and cellular connections can be compromised by adversaries. Examples
of potential devices that can be exploited using wireless vulnerabilities (e.g., KRACK vulnerabil-
ity [28]) include standalone EFB tablet devices, the aircraft’s TWLU used for airport gatelink con-
nectivity, the connectivity and CWLU used for maintenance laptop connectivity and the wireless
data loaders used for software updates.

Attack from airline network: By penetrating the airline network, an attacker can achieve wide
access to the aircraft it operates while interfering with control, operation, and maintenance pro-
cesses. In addition, an attacker can tamper and interfere with pilot communication using systems
such as VHF voice CPDLC, and ACARS.

Attack from third-party networks: Many services have access to various systems and differ-
ent functions in the aircraft. These services can be used to bypass aircraft systems. Examples of

https://www.rockwellcollins.com/

BShttps://modernairliners.com/

®https://www.inmarsat.com/

https://www.iridium.com/
8https://www.viasat.com/enterprise-and-mobility/aviation/commercial/
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possible targeted services include maintenance services (e.g., ACT services'’) management ser-
vices (e.g., Teledyne Technologies®®) flight-planning services (e.g., Honeywell,?! Lido??) support
services (e.g., AMETEC?®) and development services (e.g., Keysight**).

Insider attacks and human errors: Insider attacks involve both intentional attacks and uninten-
tional mistakes by a human with access to any component of the avionics ecosystem. An insider
can be a crew member, maintenance worker, or any other airport/airline employee. Human errors
and insider assistance can be used to bypass various security measures and gain physical access
to components, and they are often leveraged by adversaries as initial access techniques.

Public-facing application: The adversary can exploit a public-facing application that does not
require special access privileges; such applications can be used to seek and obtain access points to
aircraft systems. Examples of potential surfaces are the EFB application server/store, administra-
tion websites, and airline websites.

Supply chain compromise: Supply chains can be used to gain access to platforms around the
world. Devices and software can become compromised if an adversary tampers with the manu-
facturing process of a product by installing a rootkit or hardware-based spying component. The
targeted devices include various sensors, remote data concentrators (RDCs), actuators, cabin
devices (e.g., IFEC cell modems, SATCOM modems, and smart monitors).

Internet accessible devices: An adversary can infect Internet-accessible devices such as an IFEC
content server or maintenance laptop. More sophisticated vectors can target SATCOM antennas,
as illustrated by Santamarta et al. [88].

7.3 Persistence

The persistence tactic aims to allow continuous access to aviation systems. To maintain access
in the face of system restarts, credential changes, and other interruptions, there is a variety of
actions an adversary can perform, ranging from changing settings to interfering with system files
or hardware.

Infected crew device: An adversary can gain access to the flight crew terminals or their personal
devices (e.g., mobile phones) thus ensuring consistent access to the aircraft.

Infected pilot device: Infecting pilot-owned devices, such as the EFB tablet, ensures network
access to the aircraft’s core systems and information on the pilot’s activities during the flight.

Infected passenger device: Attacking passenger devices allows persistence but only for the du-
ration of the passenger’s flight. Connectivity to a passenger’s device may allow connectivity to
the cabin systems, particularly the IFEC system, and the aircraft’s Wi-Fi network.

Infected aircraft servers and network components: To gain access to the aircraft servers and
network components, adversaries can use different techniques in the ATT&CK enterprise taxon-
omy, for example:

— Modify configurations - An adversary can gain access to a system by editing the configura-
tion file that defines its features. Examples of configuration files in the aircraft core systems

Phttps://www.actservices.de/

Dhttps://www.teledyne.com/en-us

Hhttps://aerospace.honeywell.com/
Zhttps://www.lhsystems.com/solutions/flight-operations-solutions/lido-flight-planning-solutions
Bhttps://www.ametekmro.com/

Zhttps://www.keysight.com/us/en/home.html
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include loadable media CONFIG.LDR and EXCONFIG.LDR files, operation program con-
figuration (OPC) files, and airline modifiable information (AMI) files.

— Modify programs and applications - An adversary can modify a program to affect the way it
interacts with other systems and devices. Modified applications can be used to add new logic
that enables persistence on the host device. For example, the EFB device has many applica-
tions (e.g., weight and balance applications, flight planning applications, and performance
applications) that can serve as an attack surface.

— System firmware - Device firmware updates can be delegated using a software update pack-
age provided remotely [47].

— Module firmware - Device firmware such as software loadables, LRUs, and other modular
hardware devices can be installed or modified to achieve persistence and provide secret ac-
cess points. The vulnerability of firmware in embedded devices has long been established,
as evidenced by a study conducted by Costin et al. [16]. Their extensive research delved into
the security of embedded firmware, revealing that more than 690 firmware were affected by
at least one vulnerability.

Infected external communication nodes: An adversary can obtain an allegedly authorized
data link by penetrating trusted remote service networks such as the CPDLC provider’s network,
the ATN network (VHF data link operated by ARINC and SITA), and FANS network (satellite
communications provided by Inmarsat). Moreover, an adversary can launch rogue endpoints, e.g.,
rogue GSM towers that communicate with the IFEC system’s cell modem or a ground station that
transmits FIS-B and TIS-B messages.

Manipulating HF band: By falsifying or manipulating signals within the HF communication
range an attacker can maintain contact with an aircraft at short range.

Manipulating VHF band: By falsifying or manipulating signals within the VHF communication
range, an adversary can operate and affect various systems (e.g., the ILS, DME, and VOR systems)
utilizing the reception range of the system. Sathaye et al. [92] demonstrated an overshadow attack
on the ILS system from a distance of 9.45 kilometers.

Manipulating L-band: By falsifying or manipulating signals within the UHF communication
range and its upper bound (L-band) communication range, an adversary can operate and influence
satellite-based systems (e.g., the TCAS, ACAS X, and ADS-B systems) from far away. For instance,
the maximum distance of TCAS is 30 nautical miles [122]; ADS-B has much better coordinate
resolution and an effective range of 100-200 nautical miles [3].

7.4 Discovery

To gain knowledge on the environment, adversaries use the discovery tactic. This tactic consists
of a collection of techniques designed to allow an attacker to determine the options for advancing,
what measures to take, and how to spread within the network.

Threat intelligence gathering: An adversary can use dedicated search engines (e.g., Shodan?
and Censys?®) that gather information about vulnerable devices and networks to identify exposed
critical nodes that are sometimes visible on public networks due to misconfigurations.

Perimeter mapping: Devices’ communication patterns can be discovered using connection enu-
meration. An adversary can use different tools to determine the role of a device on the network
and identify its connections to other systems. Moreover, adversaries may attempt to obtain a list

Bhttps://www.shodan.io/
%https://censys.io/
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of different systems and components using network identifiers (e.g., MAC addresses, TTL values).
By obtaining IP addresses and identifying the type of operating system, an adversary can choose
how and where to spread.

LAN communication sniffing (eavesdropping): Adversaries can use sniffing tools to monitor or
capture information transmitted through the network, e.g., eavesdrop file transfer services traffic
to discover data and credentials. Sniffing can also be useful for detecting the current aircraft state
by capturing the OOOI events from sensors and gateways.

Wireless communication sniffing (eavesdropping): Adversaries can use the wireless range
to obtain location signals, e.g., Mode-S (1030/1090 MHz frequency) or report ACARS signals at a
frequency of 131.550 MHz.

7.5 Lateral Movement

The lateral movement tactic consists of techniques used by adversaries to spread between compo-
nents in the aircraft. An adversary might want to move between different domains to gain access
to more critical systems, e.g., move from the PIESD to the AISD or ACD. This tactic is usually
applied after performing discovery techniques and identifying a target destination.

Exploit platform and service-specific vulnerabilities: While many components within the
aircraft run popular real-time operating systems (e.g., VxWorks, QNX, ThreadX), significant weak-
nesses have been found in some of these systems. For example, the Armis Security team identified
11 vulnerabilities (URGENT/11) [93] in the VxWorks OS kernel, e.g., an opcode stack overflow that
can lead to arbitrary code execution. To abuse an existing platform, an adversary can use different
utilities to inject hooks or abuse APIs (e.g., Frida®’).

Spread between the PIESD and AISD: As described above in Section 4.1, there are overlapping
connections between both networks (PIESD and AISD). Since the AISD contains information ser-
vices systems, the attacker can use the AISD network to communicate with third-party providers
to gain accessibility and cause information leakage or as part of further lateral movement to the
ACD network.

Spread between the PIESD and ACD: The passenger-related networks and the control systems
should be separated. However, in practice, there are overlapping connections between the net-
works (e.g., the CSS has dual connections: a connection to the in-flight entertainment system and
a link to the ACD switch designed for transferring audio between the pilot and the cabin.

Spread between the AISD and ACD: As described in Section 4.2, there are overlapping connec-
tions between the networks for non-essential applications (e.g., the cabin services system and
flight deck recorder) used to connect the cockpit systems to other aircraft systems. An adver-
sary that reaches the ACD network can access the core air traffic, information and navigation
systems.

Spread between the external network and internal network: As described in Section 4.3,
the aircraft serves as a flying domain controller; therefore, it depends on communication between
the ground, its surroundings, and satellites. Thus, an external network that provides access to the
internal network of an aircraft can provide an attacker with many access points.

Replication through removable media: To achieve access to hardened components/networks
(e.g., air-gapped devices), adversaries may opt to choose the replication through removable media
technique. Aircraft contain different systems with portable USB connections (e.g., cabin panels,

27h‘[tps://frida.re/
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smart screens, EFB tablets, and IFEC crew terminals), and shellcode and payloads can be activated
when devices are plugged in via AutoRun [117].

Exploitation of RDCs: An adversary can abuse RDCs to access controllers, systems, and actua-
tors. For example, the ability to control the actuator control electronics unit (ACE) gives the
adversary direct control of the flight control surface by allowing the adversary to obtain all inputs
and communicate with the flight computer.

7.6 Command and Control

After initial access to one of the aircraft systems has been obtained and various types of utilities
(tools and malware) have been distributed between the aircraft components, adversaries must es-
tablish a communication channel to command and control the scattered assets. To create a stable
method of communication, an attacker will usually try to find a stealthy or seemingly legitimate
method of communication. To achieve this goal, an adversary can abuse communication meth-
ods embedded in the aircraft’s systems (termed as Standard Protocol/Datalink Misuse). To apply
this technique, an adversary can utilize aircraft systems and protocols that communicate with the
outside world (e.g., satellites, ground stations, airports, airlines, service providers) to receive or
transmit information. The following air-to-ground communication methods provide examples of
the channels an adversary can use for command and control purposes:

VHEF/HF/SATCOM-based communication - Used by the ACD as part of the flight and embedded
control systems and cabin systems (e.g., ADS-B, CPDLC, ACARS).

Wireless LAN-based communication - Used by the AISD as part of administrative support,
flight support, and maintenance (e.g., communication with airport network).

Broadband/cellular-based communication - Used by the PIESD as part of the in-flight enter-
tainment and passenger Internet systems. All of these means of communication can allow an ad-
versary to transmit and receive data from different ranges with varying degrees of accuracy.

7.7 Evasion

The evasion tactic consists of techniques that adversaries use to avoid detection once they have
gained access to the system. Usually these tactics’ techniques require active steps to conceal the
adversary’s presence or to remove evidence of their presence.

Display falsified information on panels: Adversaries can modify the content of different panels
(cockpit control panels, crew terminal panels, EFB applications, graphical interfaces) to disrupt the
behavior of the crew or pilot or evade detection.

Suppress alarms: Adversaries may manipulate failure alert systems (e.g., collision or engine fail-
ure alert systems) to avoid the detection of system damage.

Block auxiliary communication: Adversaries can block the CPDLC to disable communication
between an aircraft and the ground station.

Block sensor data: Adversaries can block sensor or RDC communication to interfere with signals
that indicate the aircraft state.

Spoof/block reporting messages: Adversaries can spoof and block ACARS signals, OOOI events
(engine performance, monitoring, fault reports, fuel status reports, selective calls, passenger ser-
vices, maintenance reports, and other information such as load and balance) to hide actions that
affect the aircraft state [21, 131].

Security audit camouflage: Security audit camouflage refers to any means by which an adver-
sary can remain undetected from audit measures within the systems and software. The following
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methods are taken from the ATT&CK enterprise framework, as currently there is no evidence for
audit camouflage in avionic systems, however, at the same time the actions required to prevent
detection are similar in enterprises and avionic systems:

— Masquerading: Adversaries can use masquerading techniques to disguise a malicious appli-
cation or executable as another file (e.g., log files, config files).

— Indicator removal on host: Adversaries may delete or alter artifacts on a host system, includ-
ing logs or captured files, in their efforts to cover their tracks.

— Rootkit: Rootkits are programs that hide their existence and the presence of malware by
intercepting the operating system’s API calls that supply relevant information. Adversaries
can use rootkits to hide their malicious tools and payloads.

— Exploitation for evasion: Adversaries can exploit a software vulnerability to take advantage
of an error in a program, a service, the operating system, or kernel itself, to evade detection.

7.8 Impair Supporting Communication

This tactic is an addition to those proposed by ATT&CK. Avionic systems consists of various
communication, navigation, display, and management systems, which are integrated in aircraft
to perform individual functions. The proper functioning of these systems depends on continuous
operation and collaboration with external services (e.g., ground stations, satellites, airports,
airlines, operators). In a multi-stage attack vector, one of the attacker’s goals will likely be to
disrupt such collaboration and the supporting systems. Some of the types of collaborations an
adversary can disrupt are presented below:

Collaboration between aircraft and ground station - Disrupting ground-based and navigation
communication aids has an impact on the navigation systems, e.g., the DME, VOR, NDB, and ILS.

Between aircraft and ATC - Disrupting communication with ATC ground stations usually refers
to VHF and L-band spoofing or jamming, e.g., interference with ADS-B, FIS-B, TIS-b, SSR interro-
gations. Disruption of these collaborations is highly problematic, as it affects the perception of the
pilot, crew, and operators regarding the aerial state.

Collaboration between aircraft and service providers - Disrupting communication with
third-party providers of satellite services (e.g., Inmarsat, Iridium, Viasat, Teledyne Technologies,
Honeywell, AMETEC, Keysight) can have major impact on an aircraft’s ability to communicate
with the outside world.

Collaboration between aircraft and airlines - Disrupting communication channels with air-
lines, e.g., airline operational control (AOC) and airline administrative control (AAC) mes-
sages.

Between aircraft and satellites - An adversary can disrupt satellite communication (SAT-
COM) by using a powerful transmitter to beam a jamming message towards the satellite.

Internal aircraft connections - Disrupting communication between internal systems and the
network that transfers information between them (e.g., by harming the AISD or PIESD switches).

7.9 Impact

As described in Section 5, adversaries have different goals with regard to impact. The impact tactic
consists of techniques the adversary uses to disrupt, compromise, destroy, and manipulate the
integrity and availability of an aircraft’s components and systems. While the effect some impact
techniques have on those on the aircraft is less obvious, such techniques can directly affect the
privacy or personal safety of those onboard.

Aircraft tracking: Adversaries can determine the exact location of an aircraft and follow its route.
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DoS - Passenger: Adversaries can control cabin operations (e.g., the passenger panels, Wi-Fi, and
content server).

Dos - Crew: Adversaries can control the IFEC crew terminal, interfering with the cabin crew’s
ability to control the IFEC system.

DosS - Pilot: Adversaries can take control of the cockpit control panels and EFB device to interfere
with the pilot’s ability to make decisions and act on them.

Loss of control: Adversaries can obtain control of different sensors and actuators that are crucial
for the aircraft’s functionality. For example, access to the ACE component can be used to gain full
control of actuators and RDCs.

Loss of safety: Adversaries can cause dangerous situations that affect the safety of the passen-
gers and crew, such as landing failure (spoofed/jammed ILS signals [92] or GPS signals [61, 67]),
triggering false TCAS alerts or harming the TCAS system [39, 40, 79], manipulating the engine
alerting system or navigation system, or interfering with the ADS-B surveillance system [14].

Loss of availability: Adversaries may attempt to disrupt essential components or systems to
prevent the proper transfer of information by interfering with the channels used to communicate
with ground stations (e.g., SATCOM/HF/VHF).

Manipulation of view: Adversaries can interfere with the pilot’s view, causing a sustained or
permanent loss of view by compromising the flight deck instrument display system (EFIS). The
EFIS normally consists of a primary flight display (PFD), multi-function display (MFD), and
an engine indicating display.

Manipulation of control: Adversaries can manipulate the set point values and parameters, such
as the intermediate waypoints in the navigation database. Since waypoints can be used to change
routes, modifying them can affect the flight route. As a case in point, Turtiainen et al. [120] demon-
strated an exploitation chain that started with exploiting the ADS-B protocol and ended with the
control of autopilot systems by manipulating GDL-90 inputs that directly interface with the au-
topilot and resulted in manipulation of control.

Isolation from operating factors: Adversaries may try to interfere with the ability of the pilot
and flight crew to receive messages from ground stations and operators to ensure their complete
isolation and prevent them from receiving guidance or assistance.

Theft of passenger information: Adversaries can exploit IFEC systems to steal passengers’ data
(i.e., credit card details, passport numbers).

Theft of aircraft statistics: Access to information stored on the aircraft and collected from the
various sensors may be used by adversaries to obtain information about the aircraft’s activity for
various malicious purposes, including industrial espionage.

Sow fear: Adversaries can take control of the aircraft’s smart monitors and display messages.

8 E-ENABLED AIRCRAFT SYSTEM MITIGATION TECHNIQUES

To increase efficiency in modern aircraft, the aviation industry is using electronic data exchange
and digital network connectivity, with the IoT playing a significant role. Although this provides
many benefits, it increases the risk of cyber attacks on aircraft systems. To address this issue,
various methods have been proposed to secure avionic systems and mitigate the associated risks.
Table 2 in the Supplementary material provides a comparison of proposed solutions for modern
aircraft systems in terms of their performance, efficiency, and accuracy.

(1) Secure system topologies. These topologies effectively mitigate cyber security risks in mod-
ern aircraft systems. Mahmoud et al. [64] introduced SecMan, a secure system topology that
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provides secure and reliable communication between different components of the aircraft system
network, e.g., flight deck, ground-based systems, cabin systems. The SecMan topology enables
aircraft systems to reconfigure communication paths due to security threats. The integrity and re-
liability of information were also addressed in other studies proposing blockchain-based systems
and topologies aimed at reducing centralized platforms, e.g., AirChain [53], an aircraft mainte-
nance record system that is based on blockchain technology in which the data can be stored in a
tamper-resistant manner but is easy to access.

(2) Integrity frameworks. Many prior studies made use of a combination of multiple sensors for
data verification and fault finding. An example of such a framework was suggested by Sampigeth-
aya et al. [87], who proposed the use of multi-radar to enforce integrity checks for ADS-B and
provide a backup support at hardware and software failure. Darabseh et al. [18] demonstrated an
enhanced framework for ADS-B message verification with a minimal amount of onground sensors,
while Kovell et al. [60] presented a technique for group verification of ADS-B messages.

(3) Machine and deep learning models. In recent years, researchers have proposed the use of
machine and deep learning models for information processing and analysis in novel cyber secu-
rity solutions for the aviation industry, including methods for anomaly detection in aircraft sys-
tems [30]. For example, Habler et al. [36, 37] demonstrated the use of deep learning models to iden-
tify anomalous ADS-B traffic. Several cyber-physical attack detection cybersecurity systems based
on deep learning are described in Reference [130]. Bitton et al. [10] proposed a network-based in-
trusion detection system specifically designed for securing the connection between a commercial
tablet and an EFB server. These systems require additional processing power but generally do
not necessitate significant changes to the system’s architecture or hardware, unlike solutions that
require topology changes or encryption systems, since they are software-based.

(4) Encryption solutions such as hybrid encryption for flight control systems [49] and encryption-
based solutions for data layers such as ACARS [129] and ADS-B [121, 127] have been proposed for
various flight control systems to provide privacy. The implementation of encryption mechanisms
and protocols usually requires protocol and system hardware changes, resulting in higher costs.
In addition, the exchange of encryption keys can pose a challenge due to the multiple commercial
participants and the speed of the aircraft.

(5) Network segmentation involves dividing a network into smaller segments to limit the impact
an adversary can have by attacking a single segment. The use of firewalls and VPNs can help
in segmenting the network and preventing unauthorized access (e.g., the Satcom Direct router
provides a VPN connection between the aircraft and ground-based systems). The need for this
separation is also noted by Shetty et al. [96], who addressed the potential impact of integrating
passenger, crew, and sensor communication on a single data link.

(6) Intrusion detection and prevention system solutions can be used to detect and prevent at-
tacks such as DoS, malware infection, port knocking, and scans. Intrusion detection and prevention
systems commonly used in the avionics industry include:

— Honeywell Forge Cybersecurity Suite [45], which includes a network intrusion detection sys-
tem and firewall designed specifically for aviation systems. This firewall provides a secure
gateway between the aircraft’s onboard network and ground-based systems, preventing
unauthorized access to critical flight systems.

— Satcom Direct Cybersecurity Solutions [91] provides threat monitoring within the cabin net-
work and helps detect external attacks aimed at executing a malicious action on the airborne
network.
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— Airbus Skywise Security [5] is an open data platform that enables airlines, manufacturers, and
other aviation stakeholders to gather, share, and analyze data from various sources across the
aviation ecosystem, thereby improving the ability to process and identify threats. A report
published by the European Cyber Security Organisation [42] highlights the need for a data
platform for predictive maintenance that can be used by all major aviation players. IATF [48]
is another significant framework, which aims to establish a standardized agreement and
managed services for data exchange among aviation industry stakeholders.

(7) Proactive security analysis. Studies and demonstrations conducted on aircraft systems and
communication lines, yielding valuable results and conclusions. In such works, attacks are ac-
tively implemented under strict working assumptions, and their effect on the various systems is
examined. To implement these experiments, flight simulators and laboratories that represent the
work environment are required. The most realistic and accessible labs were introduced in Refer-
ences [15, 82, 111]. For example, True et al. [118] performed cyber security analysis on the EFB,
AID, and IP data links of the aircraft and made recommendations for additional security measures
where required. Sathaye et al. [92] performed further demonstrations utilizing an FAA-certified
flight simulator (X-Plane), which revealed the vulnerability of aircraft instrument landing systems
to wireless attacks.

(8) State-of-the-art lab setups. State-of-the-art lab setups are critical for assessing and validating
cyber security in aviation systems. Several recent papers highlight the importance of such setups
and the main objectives in designing the relevant experiments. Strohmeier et al. [111] proposed
a design for an avionics laboratory that prioritizes realism, independence, complete accessibility,
and physical wireless interfaces, covering SATCOM, ADS-B, TCAS, CPDLC, and EPIRB-ELL exten-
sible. Similarly, Predescu et al. [82] presented the aviation security lab, which includes a diverse
range of avionic systems and components, network infrastructure, and cyber security tools, and
covers ARINC-429 [6] and ARINC-664 [7]. Costin et al. [15] proposed a unified cyber security test-
ing lab for satellite, aerospace, avionics, maritime, and drone technologies and communications,
with virtual environments, physical testbeds, and network emulation, the lab covers ADS-B, EFB,
ACARS, EPIRB-ELL extensible and cross-channel for the aviation field.

9 SCIENTIFIC GAPS AND RESEARCH DIRECTIONS

This section deals with the scientific gaps and subjects requiring further investigation identified
in our work. We also discuss issues arising from the lack of complete and reliable information
available in the field of offensive cyber security and suggest directions for further research.

(1) Verification of disclosed information. Research on offensive cyber security, especially when
critical systems are involved, is challenging, as publicly available information does not include ex-
tensive details regarding potential vulnerabilities or exploits to prevent exploitation or misuse.
However, the specific details are reported in a responsible manner to airlines, component manu-
facturers, and system manufacturers (following the agreed policies, e.g., FAA vulnerability disclo-
sure policy [27]), allowing for the necessary security updates to be installed and implemented. For
example, IOActive performed responsible disclosure [24], reporting vulnerabilities found on the
onboard SATCOM system providing Internet to passengers to the European Union Aviation Safety
Agency. In addition, there have been several cases where the veracity of claims was questionable.
For example, in 2015, avionics experts disputed a security researcher’s claim that they accessed
in-flight entertainment and flight systems from their seat on an aircraft [31]. In another incident,
in 2017, experts working with the U.S. Department of Homeland Security claimed that they had
successfully hacked into a legacy Boeing 757 commercial aircraft remotely, in a non-laboratory
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setting, by accessing its systems through radio frequency communications. CBS News reported on
these claims [73], and in response, Boeing issued a statement stating that according to their esti-
mates, the test did not identify any cyber vulnerabilities in the 757 or any other aircraft produced
by Boeing [85]. Therefore, to confirm some of the attack vectors presented, additional experiments
should be conducted.

(2) Scientific Gaps. In the field of avionics, there are several scientific gaps and areas where there
is insufficient knowledge and understanding. This lack of understanding poses a real danger, and
there is a need for further research to reduce threats to aircraft and those on board.

— Protection Methods Many studies have addressed the need for protection against attacks
on specific systems. The solutions proposed generally require redesigning the system or
its components, adding components or sensors, and so on. However, there is a need for a
solution that takes a wide view of an aircraft as a broad and uniform computerized platform
with many intrusion surfaces. In this article, we show how different systems and components
can be used throughout the stages of an attack to achieve the adversary’s goals and desired
impact, raising the need for research that examines the use of multiple systems as part of an
attack vector.

— Adoption and Adaptation of Existing Solutions The computer systems on an aircraft in-
clude real-time systems based on dedicated operating systems and standard Linux/Windows-
based operating systems. In addition, there are networks of varying degrees of importance
that are logically separated. There is a need to consider and examine the adoption of exist-
ing solutions for these systems and networks, such as monitoring products, firewalls, and
antivirus products.

(3) Future Research Directions. To expand the taxonomy and make it more accessible and usable,
we propose further research in the following areas:

— Cyber Attacks on Autonomous Systems Some aircraft systems are autonomous systems
that are designed to respond when needed without the explicit involvement of the pilot. An
example of this is the maneuvering characteristics augmentation system (MCAS) [65],
which was designed to stabilize the aircraft without any intervention by the pilot. The MCAS
is known to have been involved in several air accidents in recent years [17]. Autonomous
systems like the MCAS have the potential to cause significant damage to an aircraft and
harm passengers, as the crew’s degree of impact on these systems is limited. Research is
needed to examine how cyber attacks can affect these systems.

— Human Factor Addressing the human factor by training and preparing the aircrew to han-
dle and manage various events is important in the implementation of defense mechanisms
in emergencies. For example, when mapping the various risks and threats, it is necessary
to examine how new and existing security solutions can be adapted based on the skills and
knowledge of the aircrew. Some studies dealing with human responses in emergencies have
been performed, including a study conducted by Smith et al. [102] that examined pilots’
responses to various cyber attacks. Future research must address the need to generate and
provide critical information to the pilot and crew, e.g., data from intrusion detection systems.
This can be done by developing new systems, adapting relevant systems, and making the in-
formation from such systems clear to better enable the crew to handle exceptional events.
The need to provide clear and accessible information to the pilot was addressed by Habler
etal. [37], who provided a deep learning-based solution for the detection of anomalous traffic
conditions; the proposed solution relied on an explainability technique designed to formu-
late and conveniently present computational model decisions, for the benefit of pilots.
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— Threat Intelligence Platform To share knowledge, provide up-to-date examples of
threats, collect relevant data, and enrich the taxonomy, there is a need for a uniform threat
intelligence platform (TIP), which is accessible to airlines, airports, and manufacturers.
Such a platform would be used to collect, aggregate, and organize threat intelligence data of
various formats from multiple sources. The TIP will allow security and threat intelligence
teams to easily share threat intelligence data with other stakeholders and security systems.

10  CONCLUSION AND DISCUSSION

In this article, we provided a comprehensive overview of aircraft systems and their components
and networks, emphasizing the cyber threats they are exposed to and the impact of a cyber at-
tack on an aircraft’s essential capabilities. Based on our review and the issues raised in this article,
we conclude that a taxonomy dedicated to avionics is needed given the diverse and intricate con-
nections, systems, components, and attack surfaces in avionics systems. Therefore, we presented
a comprehensive and in-depth taxonomy that standardizes the knowledge and understanding of
known threats to avionic systems identified by industry and academia. The taxonomy deals with
the various stages of cyber attacks and covers avionic systems’ critical infrastructure, including
air-ground communication, radio navigation aids, aeronautical surveillance, and system-wide in-
formation management. Additionally, we addressed the different domains of e-Enabled aircraft
and provided an analysis of the domains’ deployment, emphasizing the points at which various
networks overlap. More importantly, though, our research points to the need for comprehensive
defensive mechanisms aimed at protecting passengers and crew members and ensuring the safety
of the aviation sector; to this end, our article provides a review of various mitigation approaches
that can be employed as part of these defensive mechanisms. Once developed and adopted, these
mechanisms can be added to the taxonomy, enriching it as they improve safety. To accomplish the
enriching of the taxonomy, results published by security researchers must be verified, more studies
dealing with avionics defense systems and mechanisms need to be performed, and a unified threat
intelligence platform must be adopted for the benefit of all stakeholders. Please see Table 4.
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APPENDIX
A ACRONYMS

Table 4. Acronyms

Acronym Description
ABAS Aircraft-based augmentation system
ACARS Aircraft communications addressing and reporting system
ACD Aircraft control domain
ACE Actuator control electronics
ACMS Aircraft condition monitoring system
ADN Aircraft data network
ADS-B Automatic Dependent Surveillance-Broadcast
AEEC Airlines electronic engineering committee
AISD Airline information services domain
AMI Airline modifiable information
AOC Aircraft operational control
ATC Air traffic control
ATM Air traffic management
ATN Aeronautical telecommunication network
CIS-MS Crew information system/maintenance system
CPDLC Controller pilot data link communications
CSM Controller server module
CSS Cabin services system
CWLU Connectivity and crew wireless LAN unit
DME Distance measuring equipment
DSP Datalink service provider
EASA European Union Aviation Safety Agency
ECAM Electronic centralized aircraft monitor
EFB Electronic flight bag
EFIS Instrument display system
EGM Ethernet gateway module
EICAS Engine-indicating and crew-alerting system
FANS Future air navigation system
FDR Flight data recorder
FMS Flight management systems
FSM File server module
GBAS Ground-based augmentation system
GNSS Global navigation satellite system
GPS Global Positioning System
GPWS Ground proximity warning system
HF High frequency
IFE In-flight entertainment
IFR Instrument flight rules
ILS Instrument landing system
IMA Integrated modular avionics
LRU Loadable replaceable unit
MFD Multi-function display
NIM Network interface module
OPC Operational program configuration
OPS Operational program software
PFD Primary flight display
PIESD Passenger information and entertainment domain
PODD Passenger owned devices domain
RDC Remote data concentrator
SATCOM Aircraft satellite communication system
SBAS Satellite-based augmentation system
SDR Software-defined radio
SDU Satellite data unit
TCAS Traffic collision avoidance system
TWLU Terminal wireless LAN unit
UHF Ultra high frequency
VFR Visual flight rules
VHF Very high frequency
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