


Beazley Breach Response

We are different from most of the insurers that you will come across. Our expertise
and underwriting appetite lies in specialist risks; combined with a deep understanding
of the insurance needs of specific sectors and clients. Drawing on the diverse talents of
our people and working closely with brokers, we focus on markets where customised
products, backed by expert service, are truly valued — often involving complex or
challenging risks that other insurers shun. We design our products around our client’s

precise needs.

Beazley cyber & tech

Companies with a Beazley BBR policy will have access
to a comprehensive set of solutions created to help
protect themselves on all fronts from the dangerous
world of cyber risks.

These solutions include pre-breach and risk
management services offered through Beazley Breach
Response (BBR) Services. And in the event of a cyber
breach, the Beazley BBR policy will cover fees and
costs for legal and forensic services, notification

services, call center services, credit monitoring, identity

monitoring or other personal fraud or loss prevention

solutions, and public relations and crisis management.

We also, of course, indemnify your losses from lawsuits
or regulatory actions, the risk of which may be reduced

by a well-coordinated breach response but can never
be completely eliminated. Beazley’s claims team

has been at the forefront of defending clients in the
developing and evolving legal arena of privacy class

actions and regulatory investigations arising from cyber

breaches.

beazley.com/cyberservices

Pre-breach and risk
managment SCIr'V1CES

We recognise that preparing for and preventing
breaches have become inseparable from insuring a
cyber loss. Beazley offers a full suite of pre-breach

breach and risk management services through our
in-house BBR Services team.

BBR Services provides a full range of resources to
help mitigate risks before an incident occurs. On
our Beazley owned and managed risk management
portal, beazleybreachsolutions.com, you will find
resources for incident response planning, employee
training, compliance, and security best practices.
Newsletters and expert webinars educate you about
the latest threats, preventive steps, and regulatory
developments.

BBR Services also coordinates a variety of pre-breach
services such as onboarding calls, incident response
plan reviews and on-site workshops so you can improve
the robustness of your cybersecurity.

beazleybreachsolutions.com



http://wwww.beazley.com/cyberservices
http://www.beazley.com/cyberservices
http://beazleybreachsolutions.com
http://beazleybreachsolutions.com
https://vimeo.com/337356417/87d92ca662
http://www.beazleybreachsolutions.com
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How the coverage works

BBR offers three independent towers of insurance, which do not erode each

other, to offer insureds a full breach response package. The three towers, together
with assistance from Beazley’s dedicated BBR Services team, offers insureds an
unprecedented level of coverage and expertise. These extra limits are beyond what
other policies provide, and are designed to ensure that we manage the breach response
while protecting your aggregate limit of coverage for any regulatory investigations

or other third party liabilities. Essentially, we provide more coverage for your limit.

BBR Boost

Full policy limits for breach response

BBR Boost allows insureds to tap into the full extent of the policy’s
aggregate limit of liability for breach response services costs while
continuing to take advantage of BBR’s innovative structure.

Up to the policy limit for breach response
in addition to the limits below

BBR

Up to the breach response limit

Breach Breach
response services

Policy aggregate
limit of liability

response services
(Tower 1) (Tower 2) (Tower 3)

* Third party information

¢ Computer expert
services

* PCI forensic investigator
* Legal services

* Crisis management
& public relations

¢ Up to the notification limit

Notification services:
uncapped monetary limit
tailored to the insured’s
record exposure to notify the
exact number of individuals
whom the company is the
custodian of data for

Call center services

Credit and identity
monitoring.

security & privacy coverage

* Regulatory defence
& penalties

¢ Website & offline
media liability

¢ PCl fines, penalties
& assessments

* First party coverage.




Beazley Breach Response

360° protection

With Beazley’s 360° approach, companies have access to a comprehensive set of
services, products and solutions, which are beautifully joined together, to protect
their business from the dangerous world of cyber risks.

@ Breach response, first party, liability coverage

and eCrime.

A dedicated in-house Breach Response Services
unit that has managed thousands of breaches for
companies ranging in size from small businesses to
large multinationals across a variety of industries.

®© ©

The Beazley difference - our claims team is
collaborative, experienced, accessible, pragmatic,
flexible and consistent.

All policyholders have access to our Beazley
owned and managed risk management portal,
beazleybreachsolutions.com. The website includes
resources, education and insight from our

BBR Services team and panel vendors.

Policyholders who meet a premium threshold are eligible
for on-boarding calls and incident response plan (IRP)
review. All policyholders have access to IRP templates,
interactive online training, SCORM-compliant training
modules and discounted anti-phishing services.

@ All cyber policyholders can enjoy access to preferential @ Policyholders who meet a premium threshold are

rates for a range of vendor services, selected and eligible for a risk management workshop designed to
managed by our BBR Services team, designed to review security best practices and stress-test incident
mitigate ongoing cyber risk. response plans.

__beszley



Beazley Breach Response

Timeline

This 1sn’t the time to learn on the job — an effective incident response is a complicated process.
It involves a carefully coordinated set of decisions. BBR Services, our breach response experts,
will be with you every step of the way.

You can also access our free hotline for notification, first response and advisory services.
The policy and retention 1s only triggered in the event a vendor response is necessary.

1. Purchase

Your organisation purchases a cyber policy, giving you access to Beazley's
dedicated team of cyber breach professionals who assist at every stage
of incident investigation and breach response.

)
A potential breach occurs @

3. Notity 6. Facilitate

Notify BBR Services of the potential You approve notification letters for

breach at BBRCanada@beazley.com mailing and BBR Services will facilitate
a call center service provider to handle
calls on your behalf. Q&A scripts for
call center employees are prepared.

4. Manage

The BBR Services team contacts your
organisation and helps you select experts
from our panel of experienced providers
who will help you to investigate and
mitigate the impact of any breach.

7. Monitoring

Affected individuals receive their
notification letters and may enroll in
offered monitoring services.

5. Guidance

With expert breach response
guidance, you decide on how to
proceed in managing the incident, if
notification is required, consider
credit or identity monitoring
solutions, and prepare for public &
regulatory inquiries.

The breach 1s handled as effectively as possible.

8. Reports

You get progress reports on mailings
and credit monitoring enrolment. Your
BBR Services manager stays in close
contact throughout the process.
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Cyber & Tech team Canada

Toronto location:

Jack Bottomley
Underwriter

T +44 (0)20 7674 7242

Kapil Bhagirath
Underwriter
T +416 777-6229

Heather Shorten
Underwriter
T+416 777-6205

Sheila Smiley
Underwriter
T +416 777-6858

Cheryl Hobbs
Territory Manager
T+416 777 6219

Montreal location:

Vancouver location:
Rhea Turchinetz
Underwriter
T+1778 373-443

Patricia Fu
Underwriter
T+778 373-4432

Matt Mehrvarzi
Underwriter
T+778 373-4432

Claims

Othmann Layati
Claims Manager
T +514 841-0335

Laura Hodgins
Claims manager
T +416) 777-6859

Assia Rhazi .
Underwriter BBR Services
T +514 350-4848 Priya Kunthasami
Breach response services manager
T +416 777 6849
Beazley Canada Limited Visitus
First Canadian Place www.beazley.ca
100 King Street West
|§L(J)it?345g(2)8 Follow us
0. BOX . .
Toronto linkedin.com/showcase/beazley-cyber
Ontario M5X 1E1 twitter.com/breachsolutions
T (416) 601 2155
F (416) 861 1617

The descriptions contained in this brochure are for preliminary informational

310-1130 Sherbrooke Street West purposes and does not constitute an insurance policy. The coverages described

Montreal are underwritten by underwriters at Lloyd’s of London issued through Beazley

Canada Limited and may be unavailable or vary depending on applicable

Quebec H3A 2M8 jurisdictional requirements. The exact coverage afforded by the product(s)

T (514) 350 4848 described in this brochure are subject to and governed by the terms and

F (514) 350 0843 conditions of each policy as issued. The publication and dissemination of the
(514)

information contained herein is not intended as a solicitation, negotiation, offer

- . or advice relative to the purchase of insurance on any Canadian risk, and more

\2/300 1066BW \i—/iaztln)és St. particularly is not a solicitation, negotiation, offer or advice for the sale of
ancouver, BC V6E 3 insurance in Manitoba, Nunavut, the Yukon or Northwest Territories.

T(778)373 4432 BZCER026_CA_8/20
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