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Technology:
Up 14%over

2021

11%

Healthcare:
Up 49%over

2021

15%
Education:
Up 49%over
2021

17%

Government:
Up 17%over
2021

16%

Average size of organization targeted
19,740 employees

LockBit
600% increase
from 2021

16%

Conti
9%

BlackCat
13%

1 in 2 attacks are
from the top 4
variants

Hive
12%

Source: https://www.blackfog.com/2021-ransomware-attack-report/

United States
46%

attacks are in
USA/Canada/UK

2 out of 3

Summary

Organization

Variants

Geography

Data Exfiltration
%%%

Up 9%
over 2021

PowerShell
Up 7%

over 2021

Dark Web
Up 18%

over 2021

Up over 2021

UK
7%

Canada
6%

Data Exfiltration
to China

11% increase
over 2021

Data Exfiltration
to Russia

5% increase
over 2021

1 in every 2
attacks exfiltrate
data to China or

Russia

27% 17% 44%

ATTACKS
29%


