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Abstract

The internet has become an integral part of most people’s lives. Although this has many advantages, such as constant entertainment
and easy access to resources, the internet also has its downsides. Studies indicate that people tend to be more concerned with the
cyber risks that arise from their internet usage than before. While cyber insurance for businesses has been on the market for several
years, the novel type of consumer cyber insurance (CCI) mitigates cyber risks to a residual level. However, we argue that both
supply and demand sides do not have a shared understanding of CCls due to the complexity and dynamics of cyber risks. Therefore,
we conduct a content analysis regarding the coverage of CCI to (1) demonstrate the potential value of such insurance policies for
private households and (2) increase consumer awareness of the dynamically changing cyber risk situation.
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1. Introduction

As the 21st century has moved on, the internet has increasingly evolved into an integral part of daily life [1,2].
Current studies indicate that internet users are increasing worldwide [3,4]. Moreover, time spent on the internet is
growing, and lockdowns have exacerbated this development due to the COVID-19 pandemic [5]. The everyday
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activities that individuals of different ages and backgrounds undertake on the internet are thereby manifold [6], e.g.,
online shopping, online banking, and email communication [7,8]. Despite the opportunities linked to internet use, there
are also tremendous challenges. For instance, internet use is associated with many cyber risks [9], e.g., cybercrime, IT
failure, and data breaches [10]. However, not only governmental institutions and companies but also citizens are
increasingly affected by cyber risks due to increased digitalization [11]. It is becoming apparent that consumers are
exposed to various cyber threats, such as identity or payment card theft [12].

A study of crime statistics from the UK indicates that during the COVID-19 pandemic, individuals were more
acutely affected by cyber-crimes than organizations [7]. Monteith et al. [13] point out that individuals using unfamiliar
technologies without appropriate security awareness training are vulnerable targets for cybercriminals. Measures such
as antivirus software and firewalls are also proven technical methods to ensure security against cyber-attacks [14]. But
even with the use of preventive and technical IT security measures, cyber risks can best be reduced to a level of residual
risk rather than eliminated [9]. As European insurers have recognized that consumers are faced with cyber risks
increasingly, they are thus trying to create an offer with cyber insurance policies [12]. However, the design of consumer
cyber insurance policies is complicated from insurers' perspective due to a lack of commonality of cyber risk
assessment language and thus lack of an appropriate pricing approach [12,15].

At the same time, for customers to understand consumer cyber insurance, explicit language and standardization are
needed in the policies [16]. The difficulty of comparing the coverage of corporate cyber insurance policies for decision
makers mentioned by Romanosky et al. [17] may also explain the low willingness to adopt consumer cyber insurance
shown in earlier studies [18]. We conclude that consumers need a clear understanding of the highly diversified market
for consumer cyber insurance policies and their cyber-specific characteristics. Therefore, this paper deals with the
following research question: Which currently available insurance products can cover consumer cyber losses?

We address this research gap by conducting a content analysis of consumer cyber insurance policies. Our research
approach contributes to existing cyber risk and insurance literature in at least three ways. First, we investigate the idea
of cyber risk transfer through cyber insurance, not in a general or corporate context, but explicitly for consumers.
Secondly, we argue that understanding the current coverage of consumer cyber insurance is necessary for consumers
to make value-adding decisions according to their individual cyber risk profiles. Hence, the coverage of existing
consumer cyber insurance policies identified in this study can be compared with the surveyed customer expectations.
By bias-reduced benchmarking actual and consumer needs-based target coverage, we can thus provide
recommendations for continuous cyber insurance product optimization given the dynamic cyber risks.

2. Research Background
2.1. Understanding cyber risks from the perspective of insurance economics

As a result of digitalization, society is increasingly exposed to cyber risks, which take familiar, tangible forms such
as DoS attacks, reputational damage, or data theft [19]. However, the cyber risk does not yet seem to have an
established definition due to its multidimensional characteristics [20]. The term cyber risk is composed of two
distinctive constructs: cyber and risk. Whereas cyber refers to electronic communication networks and virtual reality,
the risk is defined as an event with the possibility of adverse effects [21,22]. On the one hand, few researchers limit
cyber risk to malicious events caused by digital interaction, which negatively impact corporate operations [21]. On the
other hand, cyber risk can be understood in a much broader sense [21], e.g., as a failure of information systems [23]
or information security risk [24]. Biener et al. [21] synthesize these considerations and elaborate cyber risk to be
“operational risk emanating from information stored on data volumes and networks”. This definition leaves out the
interaction of electronic communication networks. Hence, following Cebula et al. [25], we define cyber risk as any
risk emerging from the use of IT that compromises the confidentiality, availability, or integrity of data or services.
Since cyber insurance is a risk transfer tool [20], this informs us about the range of cyber risks to consider (or exclude).

2.2. Understanding cyber insurances from the perspective of information systems

In the research and insurance industry, cyber insurance has received increased attention in recent years [26—30],
with information technology, economic, statistical, and actuarial perspectives being adopted, among others [20]. Due



Florian Schiitz et al. / Procedia Computer Science 219 (2023) 521-528 523

to the steady rise of interconnected devices and the global availability of the internet, cyber insurance represents an
evolving business for the insurance industry [31]. By acquiring cyber insurance, policyholders aim to transfer cyber
risks to a third party and thus protect themselves from financial losses from cyber-attacks [30,32]. This monetary
compensation is realized (1) collectively and (2) over a period of time [21]. Zeller and Scherer [20] point out that cyber
insurance can go beyond compensation for financial losses, contrary to conventional insurance products.

The business model behind cyber insurance offers a range of services that aim to minimize adverse impacts for
organizations arising from cyber incidents [31]. In return for a premium payment due in advance, an insurer obligates
itself to provide loss-dependent benefits in the case of one of the contractually agreed loss events [33]. Similar to other
types of insurance products, cyber insurance policies insure "first-party" losses suffered by the policyholder and so-
called third-party losses caused by the policyholder to a third party outside of the policy [17]. Although cyber insurance
formally exists, its current coverage appears insufficient in the face of increasing cyber risks [34].

Along with the increasing number of observed cyber-attacks, the scientific community's interest in cyber insurance
has also risen [35]. This is reflected in a large number of publications. Frequently cited literature reviews such as Eling
and Schnell [22] limited their search queries to "cyber insurance" and "cyber risk (insurance)". According to our
findings, different terms for cyber insurance policies vary significantly. Parallel to "cyber insurance" [17,36,37], the
terms "cyber risk insurance" [22,38,39], "cyber liability insurance" [40—42], "data breach liability insurance" [41],
"internet insurance" [9], or "cyber security insurance" [29,31,35,43] are mainly used equivalently according to our
evaluation. In our work, we refer to cyber insurance as the most common one describing our object of interest.

In general, three different categories of cyber coverage can be distinguished in the insurance market: (1) stand-
alone cyber policies, (2) cyber coverage as part of an existing traditional insurance product, and (3) silent cyber
coverage in the form of policies without exclusions or gaps in explicit exclusions [44—46]. According to Wrede et al.
[44], the problem of silent cyber coverage is also taken more and more into consideration by insurance supervisory
authorities in Germany and within the EU. Against this background, Sigholm and Larsson [32] consider the
underwriting data of insurers to be a suitable measure for assessing the overall economic costs resulting from cyber-
attacks. Beyond those considerations, such as the insurability of cyber risks, the insurance market offers an increasing
range of cyber insurance policies [20]. At the same time, industry experts also predict an increasing demand for cyber
insurance policies due to both the increased frequency of cyber incidents and the resulting cyber risk awareness [12].

Considering the supply and demand side, Marotta et al. [36] assess the European market for cyber insurance as
promising, given the growth and the limited presence of competing insurers. However, previous studies such as Biener
et al. [21] and Romanosky et al. [17] explicitly focus on companies' customers. European Insurance and Occupational
Pensions Authority [12] attributes the fact that companies and consumers could increasingly become the target market
of cyber insurance coverage due to the growing importance of the Internet of Things (IoT) and the higher risk exposure
in the use of digital resources. Although Labunets et al. [47] provide an initial blueprint of the cyber insurance
ecosystem, it does not sufficiently consider consumers' perspectives as actors and instead focuses on companies as
cyber insurance policyholders. Even some highly specialized insurance products focusing on the consumer, such as
Identity Theft Insurance, exist [48,49], these products cover only a subset of potential consumer cyber losses. The
investigation of cyber losses covered by personal identity insurance available in the US insurance market seems
relevant, although not only, e.g., homeowner insurance, but the breadth of insurance lines available to consumers
should be investigated [50]. Synoptically, in contrast to previous strategies of dealing with risks (i.e., avoidance,
reduction, mitigation), consumer cyber insurance represents a specific risk transfer option for private households. That
is why we explicitly focus on consumers as policyholders of available cyber insurance product lines.

3. Research Approach

In order to answer our research question about the current coverage of consumer cyber insurance, we opted for a
qualitative research design. Therefore, we base our research approach on Wrede et al. [44], Romanosky et al. [17] and
Woods [50], who have conducted coverage analyses of cyber insurance with different points of view. Further
developing previous studies, we would like to focus on external validity in our study. More specifically, if a consumer
wants to cover his cyber risks through insurance, it does not directly matter to him whether it is a stand-alone policy
or a cyber insurance element embedded in a traditional insurance policy. As Woods [50] suggested, we, therefore,
include other insurance lines in our analysis besides stand-alone policies. Also, detached from other influencing factors
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such as premium level, or experience with the insurers, the customer interested in consumer cyber insurance would
want to find out about all the products available in their language for decision-making. Following the approach of
Wrede et al. [44], we, therefore, examine not only a country-specific market, in contrast to various previous studies in
the field of cyber insurance coverage [17,50,51]. Wrede et al. [44] analyzed corporate cyber insurance in the DACH
region (Germany, Austria, and Switzerland) by including silent cyber coverage of traditional insurance stand-alone
policies. Adapted to consumer cyber insurances, besides stand-alone policies (SAI), we examine German-language
liability insurance (LYT) policies, legal protection insurance (LPI) policies, and household insurance (HOI) available
for private households. Therefore, we identified insurers from the databases of the German Federal Financial
Supervisory Authority (BaFin), Swiss Financial Market Supervisory Authority (FINMA), and Financial Market
Authority for Austria (FMA) by using the PRISMA method for the systematic selection of research objects [52]. All
three databases were filtered according to various criteria. First, death funds, pension funds, life insurers, discontinuing
companies, and insurers outside the DACH region were excluded since they do not offer private insurance that could
cover cyber risks. Apart from excluding insurers by filtering and removing duplicates in the databases, eight further
(non-)established “insurers” were added via search engines to avoid sampling bias. Thus, it was possible to identify
133 insurers and their 281 consumer cyber insurance policies (Figure 1). Similar to Wrede et al. [44], those insurance
policies (and in our study also product information sheets) were analyzed using the MAXQDA analysis software.
However, contrary to Wrede et al. [44], a content analysis according to Kuckartz [53] was used methodically for the
inductive formation of the code system, which offers the advantage of a more iterative approach with several cycles.
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Figure 1. Flow diagram of the selection process based on Moher et al. (2009)
4. Results

Resulting from the analysis, Table 1 shows the scope of coverage for the consumer segment and provides an overall
view of insurance options for cyber risks ranging from stand-alone insurances (SAI) to traditional insurances (LY]I,
LPI, HOI). For each of the four insurance products, we have indicated how the distribution occurs in absolute and
relative terms compared with the total amount of the particular coverage. In addition to the distinction between (1)
first-party and (2) third-party coverage described initially, we divide the identified coverage into two different
categories: (3) legal services and (4) IT assistance services. Many financially severe losses (e.g., online shopping
fraud, identity theft, reputational damage) caused by cyber risks are covered mainly in the SAls — except for the
unintentional transmission of malware in the case of LYI. Moreover, despite their coverage focus, LPIs are not truly
superior to SAIs in all legal services (especially in the case of legal protection in the event of identity theft). SAIs are
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distinguished from traditional insurance products such as LYI, LPI, and HOI, especially by IT assistance services,
which primarily comprise preventive security measures such as the provision of antivirus software or data safes. Our
results show that by excluding or not mentioning the scope of coverage in the insurance terms and conditions makes
many traditional insurance policies only partially suitable for consumers in terms of cybercrime.

Table 1. Overview of the cyber coverage and their frequencies in consumer cyber insurance policies in the DACH region

ID  Coverage SAI LYI LPI HOI n
1 First party
1.1  Compensation for losses on internet purchases/sales 26 (63.41%) 1 (2.44%) 3(7.32%) 11 (26.83%) 41
1.2 Identity abuse 28 (47.46%) 1 (1.69%) 9 (15.25%) 21(35.59%) 59
1.3 Replacement costs of payment cards and ID documents 15 (53.57%) 8 (28.57%) 0 5(17.86%) 28
1.4 Bank account/card blocking service 11(68.75%) 0O 1(6.25%) 4(25%) 16
1.5  Data recovery 20 (39.22%) 2 (3.92%) 1 (1.96%) 28 (54.90%) 51
1.6  Initial psychological counseling 27 (65.85%) 3(7.32%) 8 (19.51%) 3(7.32%) 41
1.7 Delete personal & misused data 23 (56.1%) 10 (24.39%) 5(12.2%) 3(7.32%) 41
2 Third party
2.1 Unintentional transmission of malware 4(7.55%) 49 (92.45%) 0 0 53
2.2 Violation of data protection regulations 4 (100%) 0 0 0 4
2.3 Violation of copyright regulations 4 (40%) 1 (10%) 4 (40%) 1(10%) 10
2.4  Violation of confidentiality regulations 2 (100%) 0 0 0
2.5  Compensation in the event of cyberbullying by co-insureds 3 (33.33%) 1(11.11%) 5(55.56%) 0
3 Legal services
3.1  Initial legal advice 17 (56.67%)  1(3.33%) 12 (40%) 0 30
3.2 Legal protection in case of copyright infringement claims 9 (64.29%) 0 4(28.57%) 1(7.14%) 14
3.3 Legal protection in case of damage claims 5(31.25%) 0 10 (62.5%) 1(6.25%) 16
3.4  Legal protection in case of prosecutions 5(41.67%) 0 7 (58.33%) 0 12
3.5  Active legal protection in case of identity theft or damage to 6 (85.71%) 0 0 1 (14.29%) 7
reputation
3.6 Digital inheritance 2 (18.18%) 1 (9.09%) 7 (63.64%) 1 (9.09%) 11
4 IT assistance services
4.1  IT-specific consultation 9 (81.82%) 0 1(9.09%) 1 (9.09%) 11
4.2 Monitoring platform 16 (84.21%) 0 1(5.26%) 2 (10.53%) 19
43  Datasafe 5(55.56%) 1(11.11%) 0 3 (33.33%) 9
44  Antivirus software 7 (100%) 0 0 0

5. Discussion

During the COVID-19 pandemic, consumers were more affected by cybercrime (e.g., identity theft, malware) than
businesses [7]. While businesses have been limiting their residual cyber risks through cyber insurance for several
years, this way of transferring risk at the consumer level is still largely unexplored. Cyber insurance allows consumers
to protect themselves from the consequences of cybercrime even when many technical, human, and organizational
approaches to information security fail. We intend to deliver both practical and theoretical implications.

5.1. Implications for Research
In distinction to other insurance products, e.g., health insurance, we show that consumer cyber insurance has some

peculiarities that interest research in multiple ways. First, we show that consumer cyber insurance inevitably differs
from corporate cyber insurance in several terms of coverage, such as IP theft or business interruption [44]. Based on
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Franke and Meland [26] and Skarczinski et al. [54], contrary to corporate cyber insurance, we conclude that not only
insurance coverage but also the underlying adoption decision-making of private and corporate decision-makers differs.

According to our coverage analysis, cyber risks have so far only been considered in cyber insurance policies as
monetary compensation for attempted data recovery, without considering the value of the damaged or lost data. This
gives rise to new research approaches for the study of insurance-related phenomena such as moral hazard and adverse
selection, which may differ given the underlying IT artifact of the internet and its cyber-specific challenges in case of
personal data loss. Although there are various overlaps with the concept of personal identity insurance in terms of
coverage, such as attorney fees or mental health counseling [50], consumer cyber insurance takes an even more holistic
approach to the transfer of cyber risks, e.g., data recovery costs or compensation for losses on internet purchases/sales.

Researchers should be aware of various synonyms we have identified for cyber insurance in the corporate sector.
As a result of merging existing definitions and our latest findings, we introduce the following novel definition for
further research in the consumer sector: Consumer cyber insurance (CCI) is the term used to describe insurance
products in the private customer segment that cover a range of technical, legal, or psychological cyber risks and are
thus intended to protect consumers from financial hardship as well as emotional distress resulting from the use of
internet technologies. Besides (preventive) legal and assistance services, consumer cyber insurances aim to cover first-
and third-party costs in the event of cyber incidents and to ward off unjustified third-party claims. In addition to stand-
alone policies, consumer cyber insurance can also be found affirmative or non-affirmative in traditional consumer
insurance lines such as liability insurance, legal protection insurance, and household insurance.

5.2. Implications for Practice

We help the consumers better understand the highly diversified market for CCI policies and its cyber-specific
characteristics (e.g., data loss besides typical financial loss) compared to traditional products such as a car or health
insurance. Our findings can guide consumers in their decision-making about CCI. Based on the devices (e.g., tablets)
as well as the applications (e.g., social media) used by the particular consumer, a needs-based, risk-by-risk cyber
insurance policy can then be identified to, e.g., trigger deletion and prosecution in the likely event of posts that are
damaging to personal reputation. Specifically, consumers can benefit from our coverage overview if their insurance
agent uses it as a tool in the consultation process. Furthermore, our findings help the insurance industry (i.e., claims
adjusters, underwriters, insurers, brokers) to have a common understanding of CCI products and optimize CCI
continuously (e.g., coverage, size of premiums, advice, service). This is crucial for insurers to sell these complex but
value-adding products on the demand side in simple language.

5.3. Limitations and future work

A limitation of this study relates to the sampling of CCI policies to be investigated, which in this case originate
exclusively from the whole DACH region. Although the selection bias has been reduced compared to previous studies,
following Woods [50], a further expansion of the insurance markets under study appears beneficial.

Based on the findings of this paper, further research is also needed to determine whether the CCI products currently
available on the market cover the diverse and dynamically changing cyber risks of consumers. Knowing that there is
a high number of unreported cases in the field of cybercrime, a comparison with the crime statistics of the federal and
state governments could be made for an initial estimation of the necessary coverage of current cyber risks.

Also, our paper lays the groundwork for subsequent research that examines the impact of relationships between
CClIs on consumers. In particular, discussions on the reasons for adopting consumer cyber insurance are of strong
interest. Apart from coverage, insurance products can also be distinguished by directly observable or indirectly existing
features such as premium setting strategy, premium payment, claim handling, and insurer solvency [55]. Therefore,
the study of its cyber-specific features must first be expanded for consumer research related to cyber insurance.

Thereby, research questions arise that empirically investigate the adoption of CCI and the possibly changed risk
behavior after taking out CCI. This allows us to contribute to cyber risk IS research (e.g., consumer risk assessment
method) and bridge the gap to cyber insurance economics research (e.g., effects like moral hazard, adverse selection).
In addition to Woods [50], we suggest that a reduction in cyber risk exposure would be possible through a mandatory
competency-based cyber risk assessment before taking out CCI, which thus could lead to higher cyber risk awareness.
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6. Conclusion

This paper addresses the research question of which currently available insurance products can cover consumer
cyber losses. We contribute to cyber insurance research by investigating the coverage options for cyber risks for private
households. Consumers can choose the most convenient CCI for them based on their cyber risk profile (e.g., occasional
internet users, or frequent surfers). Thereby, our study delivers empirical evidence on the significant deficiencies in
the coverage of cyber losses based on traditional insurance lines. Instead, only consumer cyber insurance in the form
of stand-alone policies covers the broadest possible range of current cyber risks.

To conclude, although consumer cyber insurance is still in its infancy in terms of both research and practice, this
insurance product appears worthy of research given the recent highly dynamic market development in the corporate
sector. Given the increasing cyber risks for private households, which can vary depending on their internet usage habits
(cf. devices, apps, etc.), the demand for such policies will most likely increase. We, therefore, see this paper as a first
and, at the same time, a meaningful step towards transferring this emerging cyber insurance approach valued by
companies into private households. This paper serves as an impulse for future improvement of CCI.
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