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Executive  

summary

Data privacy regulations—such as the 

European Union’s General Data Protection 

Regulation (GDPR), California Consumer 

Privacy Act (CCPA), and Brazil’s Lei Geral de 

Proteção de Dados (LGPD)—grant consumers 

the right to request what specific data

organizations have collected about them. 

With consumers seeking more control over 

their data, responding to subject rights 

requests (SRRs) is an important topic for 

many organizations. However, fulfilling these 

requests can be a manual and cumbersome

process.

As someone concerned with security and 

privacy for your organization, you need a 

well-defined strategy that makes managing 

SRRs more efficient. In this e-book, we’ll share

five tips to automate your SRRs, enabling you 

to manage the increasing number of requests

at scale. Additionally, you’ll learn about how 

Microsoft Priva Subject Rights Requests can 

help you on this journey in implementing

these tips.

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs
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Regulatory 

landscape and  

requirements 

for subject rights  

requests

Consumers are seeking greater control of 

their personal data. They’re empowered 

by recent data privacy regulations—such 

as the European Union’s General Data 

Protection Regulation (GDPR), California 

Consumer Privacy Act (CCPA), and Brazil’s 

Lei Geral de Proteção de Dados (LGPD)—

that have introduced the fundamental 

right to understand what information an 

organization has collected and the right 

to remove that information if requested. 

An SRR enables a customer or employee 

(that is, the data subject) to request, 

review, and manage the personal data 

that companies have collected about 

them and request the erasure, 

rectification, cancellation, opposition,

or portability of their data.

When a consumer exercises a rights request,

organizations need to accurately and

efficiently find all data associated with an

individual’s name and provide a detailed

report to the subject in a specific timeframe.

Managing Subject Rights Requests

at Scale: Five Tips from Microsoft to 

Automate your SRRs

66%

of countries have put in place 

legislation to secure the protection 

of personal data and privacy

rights.
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Challenges 

of managing  

subject rights  

requests

Even though some organizations automate 

personal data discovery, the complexity and

sensitivity of handling SRRs still require

manual review and collaboration that results

in high costs and intensive resources. For 

example, once identifying files containing 

personal data, a manual process is often 

required to review each item to ensure no 

other data subject’s confidential information 

would be shared in the same file or reveal 

information that cannot be shared. Then, 

they must collaborate with multiple

stakeholders, sometimes in a not secure or 

compliant way. Inefficient, untimely, and non-

compliant handling of SRRs can result in 

financial penalties, loss of consumer trust, 

and significant reputational damage.

According to a recent Gartner®

survey, most organizations are 

processing between 51 and 100 

subject rights requests (SRRs) 

per month, with the processing 

of a single access request

costing more than $1,500.

Gartner Market Guide for 

Subject Rights Request 

Automation.

November 2021.

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs

Managing SRRs is time-consuming and 

costly, especially when it comes to 

unstructured data like emails, messages, 

and documents. Organizations store large 

amounts of personal information but don’t 

have easy ways to conduct searches and 

review data outside of a relational

database.

https://www.gartner.com/doc/reprints?id=1-2809A8KC&ct=211110&st=sb
https://www.gartner.com/doc/reprints?id=1-2809A8KC&ct=211110&st=sb
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A more strategic approach can help you 

overcome these challenges. You can

start by focusing on a standardized and 

integrated process to support SRRs 

management. That process begins with 

finding relevant data, identifying data

conflicts, triaging multi-person data and 

legal conflicts, and finally reviewing the 

data set across multiple teams before 

responding to the subject’s request.

To find a path forward, it’s worth 

considering these five tips in managing 

and responding to SRRs:

Strategies to  

make subject  

rights request  

management 

efficient and  

effective

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 
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Automate 

data discovery  

and retrieval

Take 

advantage of 

a robust triage 

and review 

platform

Integrate  

with you 

information 

security and  

compliance 

solutions

Ensure 

secure and 

compliant 

collaboration

Choose a solution 

compatible with 

your existing 

privacy ecosystem

5 tips
Learn 

about how 

Microsoft

Priva Subject 

Rights Requests 

can help you on 

this journey in 

implementing 

these tips.
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Tip 1:  

Automate 

data discovery  

and retrieval

The first and most important step in 

responding to an SRR is finding the subject’s 

data. For that, you need the right tool for the 

right task. While sophisticated legal tools are

useful to automate data discovery for

litigations and investigations, SRRs require a 

more intuitive user experience to allow

broader use across your organization and a

quick turnaround time. A simple,

straightforward tool—specifically designed

with your SRRs process in mind— allows

more people in your organization to take

advantage of the automated data discovery.

The faster and easier you can search for 

data, estimate data volume, and adjust 

search queries, the more efficient your 

SRRs process will be. Once you finalize 

the search criteria, such as full names, 

email, phone numbers, or other more 

sensitive personal information, the

system should automatically scan

through the environments you specified

and gather the data set for review.

Microsoft Priva Subject Rights 

Requests (Priva SRRs) make it 

easy to define search criteria and 

the scope of your data search

and automatically collect the

data set for your review.

Figure 1. Easily define your search settings in Priva SRRs

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs
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Tip 2:

Integrate with  

your information  

security and  

compliance 

solutions

Automating the discovery of personal

data isn’t enough; you need further

visibility into the context and risks 

associated with the data. For example, 

when responding to SRRs, you may want

to know whether the file is on legal hold,

contains confidential information, or

includes multiple people’s personal 

information. To identify data conflicts, you

must review each document and might

need to cross-check different platforms

manually.

Integrating the SRRs tool with your 

information security and compliance 

solutions could help identify potential 

data conflicts more efficiently and

with greater accuracy.

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs

Priva SRRs automatically

detect data conflicts to subject

requests, including legal holds, 

confidentiality, and multiple 

people’s personal data.
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Figure 2. Identify critical data conflicts in Priva SRRs

For example, if the SRRs tool is integrated with your information protection solution, you can

easily correlate the data signals across the two systems and find an individual’s files that 

contains confidential information. The integration helps to prevent high-value business 

information from being shared with data subjects without appropriate processing or protection.

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs
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Tip 3:

Take advantage  

of a robust triage

and review

platform

After the subject data is compiled, you 

must review the findings, make choices 

about what to include, and redact 

information, as necessary. For example, 

suppose an individual’s file also contains 

someone else’s personal information. In

that case, before you include the file in the 

response, you need to redact information 

that doesn’t pertain to the person who 

made the request.

The review process can be manual 

and time-consuming, with reviewers

sometimes only getting a list of file

paths and metadata of the files

containing personal data. In this

situation, they would likely need to

copy the file paths to the browser

and review them one by one for

verification.

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs



Priva SRRs allows you to easily 

click on a file and conduct built-in 

reviews. All the metadata and 

user activities logs are in one

view, so the reviewers can 

understand why the data was

collected if a data subject raises 

a question.
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Figure 3. Redact other personal data in the annotation view of the collected file in Priva SRRs

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs

Using a system that allows you to

review a wide variety of file types in 

a single view can save you a

tremendous amount of time when 

tagging files, making annotations,

and redacting information. The

system should automatically identify 

data conflicts, so reviewers can 

quickly understand the issues and

take the right actions.
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Tip 4:

Ensure secure

and compliant

collaboration

It’s critical to create a secure collaborative 

environment that allows various 

stakeholders to work together on SRRs.

In the past, personal information was sent 

for review and approval over emails or 

messages to stakeholders, often creating 

more privacy and security concerns.

When stakeholders collaborate on 

emails or messages during the review

process, they create a more personal 

data footprint for that data subject, 

which canbecome a privacy and security

risk if the communication isn’t protected.

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs



Priva SRRs provides a centralized 

review platform and Microsoft 

Teams to help govern collaboration 

throughout the SRRs process.

Additionally, you can set up 

protection, retention, and deletion 

policies for the collaboration 

content.
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You need a centralized, secure, and 

compliant way for team members to 

collaborate, discuss, coordinate, and

resolve issues as subject request responses

are compiled.

Figure 4. Secure collaboration around SRRs in Microsoft Teams
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Tip 5:  

Choose a  

solution 

compatible  

with your  

existing 

privacy 

ecosystem

Most organizations use multiple solutions 

to manage privacy, with only four percent of

companies using one end-to-end privacy 

management solution. Compatibility 

between solutions is essential to reduce 

implementation overhead and provides 

aggregated insights across solutions.

For example, if an organization uses an 

IT ticketing system to manage various 

privacy-related workflows, it will be ideal 

that the SRRs tool can also create and

manage workflows in the same IT ticketing 

or workflow systems.

Managing Subject Rights Requests at 

Scale: Five Tips from Microsoft to 

Automate your SRRs

Microsoft Graph APIs for SRRs 

enable you to integrate Microsoft 

365-related requests with your

in-house or partner-built privacy

solutions. This API-based

extensibility enables you to

respond to SRRs in a unified

manner across your entire data

estate, covering both Microsoft

and non-Microsoft environments.

Priva SRRs also provide built-in 

Microsoft Power Automate 

templates that allow your 

admins to create a record for 

SRRs in ServiceNow or add 

other custom workflows.
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Figure 5. Priva SRRs integrates with other privacy management solutions
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Homegrown or ISV apps inform and 

share all data access content across 

systems with the data subject

Monitor progress of request. 

Once complete, a secure link 

to access data is automatically 

shared via the API

The data subject can access 

personal data including 

Microsoft content

Homegrown or ISV apps automatically 

creates a request in Microsoft Priva 

via open APIs

The request is 

processed in 

Microsoft Priva

A customer/employee 

submits a subject

access request

Homegrown apps ISV apps

Privacy APIs
Automate request creation, monitor 

progress, receive data packages, and more
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Microsoft Priva  
Subject Rights  
Requests: 
Supporting a  
more efficient  
and streamlined  
response 
management
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Scale: Five Tips from Microsoft to 

Automate your SRRs
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With Priva SRRs, you can automate 

and manage SRRs at scale. Priva SRRs

automatically find the subject’s personal 

data, recognize data conflicts, and 

provide built-in review and redaction 

capabilities while enabling secure 

collaboration through Microsoft Teams. 

The solution can be integrated with your 

homegrown or partner-built privacy 

solutions, enabling you to have a unified 

and streamlined response to SRRs.

Managing Subject Rights Requests

at Scale: Five Tips from Microsoft 

to Automate your SRRs

Right to access

Right of data portability

Right to be forgotten**

Automatically  

gather all 

relevant data

Detect and 
flag conflicts

Leverage  

built-in review 

to annotate and 

redact content

Securely collaborate

with Teams private

channels & Power

Automate

Secure 

delivery  and 

defensible

processes

Figure 6: Priva SRRs provides automation and secure collaboration to fulfill subject right requests

**We provide a Power Automate template to help with custom actions

Legal holds

Confidential information  

Retention policy 

Multiple personal data
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Start 
90-day
free trial
https://aka.ms/trypriva

Microsoft is excited to help ease the 

complexity of SRRs management. We hope 

the tips in this e-book lead you toward

a more efficient method for completing 

and fulfilling requests. You can learn more 

about the solution in the technical 

documentation and try out Priva Subject 

Rights Requests for 90 days or create up 

to 50 subject rights requests (whichever

limit expires first) at no cost.

Learn more about how Microsoft 

Priva can help you build a 

privacy-resilient workplace:

https://aka.ms/priva/web
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